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Introduction

This document is presented to the State Records Commission in accordance with section 28 of
the State Records Act 2000 (the Act). Section 28 (5) of that Act requires that no more than 5 years
must elapse between approval of a government organisation’s Recordkeeping Plan (RKP) and a
review of it.

State Records Commission (SRC) Standard 1 — Government Recordkeeping requires that
government organisations ensure that records are created, managed and maintained over time
and disposed of in accordance with principles and standards issued by the SRC. SRC Standard 2 —
Recordkeeping Plans comprises six recordkeeping principles each of which contains minimum
compliance requirements.

The purpose of this Recordkeeping Plan is to set out the matters about which records are to be
created by the Shire of Jerramungup and how it is to keep its records. The Recordkeeping Plan is
to provide an accurate reflection of the recordkeeping program within the organisation, including
information regarding the organisation’s recordkeeping system(s), disposal arrangements,
policies, practices and processes. The Recordkeeping Plan is the primary means of providing
evidence of compliance with the Act and the implementation of best practice recordkeeping
within the organisation.

The objectives of the Shire of Jerramungup Recordkeeping Plan are to ensure:

e Compliance with Section 28 of the State Records Act 2000;

e Recordkeeping within the local government is moving towards compliance with State
Records Commission Standards and Records Management Standard AS ISO 15489;

e Processes are in place to facilitate the complete and accurate record of business
transactions and decisions;

e Recorded information can be retrieved quickly, accurately and cheaply when required;
and the

e Protection and preservation of the local government’s records.

In accordance with section 17 of the Act, the Shire of Jerramungup and all its employees are
legally required to comply with the contents of this Plan.

This Recordkeeping Plan applies to all:

e Shire of Jerramungup Employees;

e Shire of Jerramungup Contractors;

e Organisations performing outsourced services on behalf of the Shire Of Jerramungup; and
e Shire of Jerramungup Elected Members.

NOTE: The policy approach of the State Records Commission in monitoring the recordkeeping
obligations in respect to Local Government elected members is:

“In relation to the recordkeeping requirements of local government Elected Members,
records must be created and kept which properly and adequately record the
performance of member functions arising from their participation in the decision
making processes of Council and Committees of Council.

This requirement should be met through the creation and retention of records of
meetings of Council and Committees of Council of local government and other
communications and transactions of Elected Members which constitute evidence
dffecting the accountability of the Council and the discharge of its business.



Local governments must ensure that appropriate practices are established to facilitate
the ease of capture and management of Elected Members’ records up to and including
the decision making processes of Council.”

Local governments are to address the management of Elected Members’ government records in
accordance with this policy, in their Recordkeeping Plans.

This Recordkeeping Plan supersedes Recordkeeping Plan 2016003 and applies to all records
created or received by any of the above parties, regardless of:

e Physical format;
e Storage location; or
e Date created.

For the purposes of this RKP, a record is defined as meaning “any record of information however
recorded” and includes:

(a) Anything on which there is writing or Braille;

(b) A map, plan, diagram or graph;

(c) A drawing, pictorial or graphic work, or photograph;

(d) Anything on which there are figures marks, perforations, or symbols, having meaning for
persons qualified to interpret them;

(e) Anything from which images, sounds, or writings can be reproduced with or without the
aid of anything else; and

(f) Anything on which information has been stored or recorded, either mechanically,
magnetically, or electronically.”

(State Records Act, 2000)



1 Principle One: Proper and Adequate Records

Government organisations ensure that records are created and kept which properly and
adequately record the performance of the organisation’s functions and which are consistent with
any written law to which the organisation is subject when performing its functions.

1.1 Historical Background

The Shire is located within the Great Southern region of Western Australia, 180 kilometres
northeast of Albany and 440 kilometres southeast of the state capital, Perth. The Shire covers an
area of 6,507 square kilometres and has a population of approximately 1,133. The area is
recognised as a strong agricultural region for grain and livestock production, with high
biodiversity values, strong tourism potential and various mining prospects. The Shire is
recognised internationally for its biodiversity and human interaction with the landscape.

The town of Jerramungup was established in 1953 as a war service settlement area and gazetted
in 1957. The Shire of Jerramungup was established as its own local authority on 1 July 1982 having
been annexed from the Shire of Gnowangerup. Although it is only a relatively young municipality,
it is rich in history and proud of its heritage.

The town of Bremer Bay is developing rapidly with a growing aquaculture industry and is
attracting increasing tourism activity. Bremer’s unspoilt coastline invites fishing, beach combing,
whale watching, surfing and swimming. Bremer Bay derives its name from the bay on which it is
located. The bay is believed to have been named by John Septimus Roe, the Surveyor-General,
who visited the area in 1831. The area was originally settled in the 1850’s and Bremer Bay was
originally named Wellstead in 1951 but locals petitioned to have the town renamed to what it
was locally known as, this being Bremer Bay. The change of name was approved by the Minister
for Lands and the new name gazetted in 1962.

The area is also synonymous with a unique and picturesque natural environment highlighted by
the presence of the Fitzgerald River National Park and the Bremer Canyon. The Fitzgerald River
National Park, located east of Jerramungup and Bremer Bay, and easily accessible from both
towns, is one of the largest national parks in Australia. It contains 20 per cent of the State's
described plant species. The park covers 329,039 hectares and is one of the most diverse
botanical regions in the world, featuring more than 1,800 species of plants. The Fitzgerald River
National Park (FRNP) forms the core of the Fitzgerald Biosphere, one of Western Australia’s two
internationally recognised Biosphere Reserves, designated under the UNESCO Man and the
Biosphere Program.

The Shire of Jerramungup lies within the Wagyl Kaip region which is acknowledged as being the
traditional lands of the Noongar People who since time immemorial have inhabited the lands and
are acknowledged to have a continuing living cultural, spiritual, familial and social relationship
with Noongar boodja (Noongar earth) and the Shire pays its respect to elders past and present.

1.2 Strategic Focus and Main Business Activity

The Shire of Jerramungup is constituted as a Local Authority under the Local Government Act
1995. The general function of a local government is to provide for the good government of
persons within its district and includes general legislative and executive powers and functions.

Using its legislative powers, a local government may make local laws prescribing all matters that
are required or permitted to be prescribed by a local law, or are necessary or convenient to be
so prescribed for it to perform any of its functions under the Local Government Act 1995.



The local government’s executive powers involve administering its local laws and other actions
as necessary or convenient to be done for, or in connection with, performing its functions under
the Local Government Act 1995, including the provisions of services and facilities.

Shire of Jerramungup staff members were assigned the responsibility to develop a mission and
values statement for the organisation. These statements now guide our behaviour within the
workplace as they outline the organisations minimum expectations with regard to staff.

e Jerramungup 2021 Vision — The Shire of Jerramungup will provide leadership to
maintain our identity be promoting social and economic development whilst
embracing our unique natural environment.

e Jerramungup Mission Statement — Progressive, Prosperous and a Premium
Place to Live and Visit.
e Jerramungup Values:
o Quality — We ensure quality in everything we do
o Trust—We are trustworthy and act with honesty and integrity at all times
o Respect — We treat each other, all members of our community and visitors
with respect
o Unity —We are a united team
o Aspire — We aspire to continuously improve our skills and the services we
deliver for our community

13 Functions, including those Outsourced

Refer to Appendix 1.

1.4 Major Stakeholders
SRC Standard Ref: 1.1d
The Shire of Jerramungup recognises Elected Members, employees, residents, ratepayers
and the general public as its major stakeholders.
The Shire recognises and supports the activities of those groups that also provide services
to residents, including community groups, the business community and State and Federal
Government agencies

1.5 Enabling Legislation
SRC Standard Ref: 1.2a Source Local Government Act 1995.
The Shire of Jerramungup is constituted as a district under the Local Government Act
1995. The general function of a local government is to provide for the good government
of people living and working within its district and includes legislative and executive
powers and responsibilities.
Using its legislative powers, a local government may make local laws prescribing all
matters that are required or permitted to be prescribed by the local law, or are necessary
or convenient to be so prescribed for it to perform any of its functions under the Local
Government Act 1995.

1.6 Legislation and Regulations Administered by the Shire of Jerramungup

Refer to Appendix 2.

1.7 Other Legislation Affecting the Shire of Jerramungup



Refer to Appendix 3.
1.8 Major Government Policy and/or Industry Standards

Refer to Appendix 4.

2 Principle Two: Policies and Procedures

Government organisations ensure that recordkeeping programs are supported by policy and
procedures.

2.1 Records Management and Business Information Systems
The Shire of Jerramungup currently uses the Synergy Soft computer program.

Synergy Soft is an integrated system that lets all employees within the Shire access their own
department modules as well as other departments if needed.

2.1.1 Records Management System

» The Shire of Jerramungup has been using Synergy Soft since 2010, Synergy Soft is
comprised of 10 categories which are used by each department to do their daily
works this includes creditor, debtor’s admin/front desk, records, Executive, etc.

» Synergy soft being a fully integrated system means that all daily work that is being
carried out in any department that needs to be added to records is automatically
given a file and record number and added into the records system.

» The Shire of Jerramungup currently captures all records into the synergy soft
central records module. The Shire records are currently at approximately 60%
digital borne. As such physical files are still in use to capture any physical
documents created by or received by the Shire.

» Records Registration Module for Synergy Soft was implemented on 4 January 2010.

» All previous manual records have been scanned and placed on the Records
Registration Module of Synergy Soft.

» The Shire of Jerramungup has no plan to change the records management system.
2.1.2 Business Information System/s

The Shire also uses Synergy Soft modules to capture the following information. All the modules
interact with each other on a hierarchical basis to retrieve and populate information. This ensures
consistency across all modules and the ability to access relevant information from other modules,
within the module you are working in.

Rates — contains information associated with all properties within the Shire such as — rates
charges and history, rates and interest payments and status, ratepayer details, size and zoning,
land usage, Gross Rental Value and land parcel details. Contains rate records and is used to create
the Rate Book.

Debtors — Accounts receivable information, including outgoing invoices and remittance
information.

Creditors — Accounts payable information, including purchase orders, supporting documentation
and authority; incoming invoices, payment authority.
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Payroll — The payroll module contains historical and current employee payment details,
employee details, personnel details and superannuation details.

Dogs — Registration details of all dogs within the Shire.

Cats — Registration details of all cats within the Shire.

Infringements — Details of all infringements issued within the Shire.

Plant — Details of all plant owned by the Shire of Jerramungup.

Building — Applications for building and demolition permits. Includes permit conditions and plans.

Town Planning — Applications for developments including subdivisions and amalgamations.
Includes approvals, conditions and associated plans.

Cemetery — Currently being reviewed for population. May contain administration details such as
the grant of right, monument details and grave numbers.

Electoral Roll — Electoral roll maintenance, production of WA Electoral Commission files and
electoral processing.

Mapping — Contains aerial mapping of the Shire of Jerramungup with various overlays. Links to
many other modules. Contains information such as rates charges and history, rates and interest
payments and status, ratepayer details, size and zoning, land usage, gross rental value and land
parcel details.

Names and Addresses — A database of all ratepayers, creditors, debtors, community
organisations, government departments and Ministers as well as residents of the Shire and the
general public that have corresponded with the Shire at some time. Information stored includes
names, residential and postal addresses, telephone and email details and memos associated with
the person/company. This is the main database that feeds down to other modules when updated.

All of the modules mainly house metadata. Correspondence in the form of forms, emails,
invoices, applications and approvals etc. are all captured in the Central Records module either
via the individual module or a link.

Synergised — A record that has been added to Synergy soft records management system.
2.2 Records Management Policy and Procedures

The creation and management of records is coordinated by the Shire of Jerramungup Records
Officer.

For the recordkeeping policy and procedures of the Shire of Jerramungup please refer to
Appendix 5.

» The policies and procedures have been established;

» The roles and responsibilities for all employees are defined;

» The organisational scope of the policies and procedures has been addressed e.g. their
applicability to regional branches or outsourced contractors; and

» The policies and procedures have been authorised at an appropriate senior level and are
available to all employees.

11



Table 2.1

Recordkeeping Activities covered in the Shire of Jerramungup Policies and
Procedures

YES

NO

Correspondence Capture and Control — including incoming and outgoing mail
registration; responsibilities assigned for classifying, indexing and registration;
file titling and file numbering conventions.

Include specific provisions for capture and control of Elected Members’
correspondence.

Digitisation — including categories of records digitized; disposal of source
records; digitisation specifications.

NB: This procedure is only required where the organisation intends to destroy
source records prior to the expiration of the approved minimum retention
period after digitising, in accordance with the General Disposal Authority for
Source Records.

N/A

Mail Distribution — including frequency, tracking mechanisms and security
measures.

File Creation and Closure — including assigned responsibility and procedures
for both physical and automated file creation.

Access to Corporate Records — procedures for access to and security of
corporate records.

Authorised Disposal — of temporary records and transfer of State archives
(whether hard copy or electronic) to the State Records Office (SRO) — any
assigned responsibilities.

Electronic Records Management — including the organisation’s approach and
methodology for the capture and management of its electronic records (e.g.
print and file, identification of the official record, use of EDRMS, hybrid system
etc).

Email Management — including the capture, retention and authorised disposal
of email messages to ensure accountability Should indicate whether the
organisation is utilising a document management system or hard copy records
system (e.g. print and file, identification of the official record, use of EDRMS,
hybrid system etc).

Website Management — including the purpose of the site (e.g. whether
informational/transactional), capture of all information published to the
website within the corporate system and mechanisms for recording website
amendments.

Metadata Management — including requirements for capture of metadata in
information systems, whether automatic or manual.

System/s Management — including any delegations of authority for the control
and security of systems utilised by the organisation (e.g. provision of access to
systems through individual logins and passwords, protection of servers etc).

Migration Strategy — strategies planned or in place for migrating electronic
information and records over time (e.g. through upgrades in hardware and
software applications, and any assigned responsibilities) for long-term
retention and access. See SRC Standard 8: Managing Digital Information.

12




2.3 Certification of Policies and Procedures

Evidence of formal authorisation that the draft policies and procedures are in place and
promulgated throughout the Shire of Jerramungup is provided by the CEO signature on the signed
documentation. Please refer to Appendix 5 and Appendix 6.

24 Evaluation of Policies and Procedures

The recordkeeping policies and procedures for the Shire of Jerramungup cover almost all
categories identified in Principle 2 of SRC Standard 2 and are reviewed regularly.

The latest review identified that the Shire of Jerramungup needed to address recordkeeping
requirements for website management and social media accounts; and to further develop its
disposal procedure to cover disposal of electronic records. This will be carried out over the next
few months and should be finalized by January 2022.

13



3 Principle Three: Language Control

Government organisations ensure that appropriate controls are in place to identify and name
government records.

3.1 Keyword for Councils Thesaurus Implemented

The Shire of Jerramungup has adopted and implemented the Keyword for Councils thesaurus for
the titling of all its records.

3.2 Assessment of its Effectiveness

The thesaurus operates well within the Shire of Jerramungup. It covers both administrative and
functional activities of the Shire of Jerramungup, is available for use by all staff and information
can be filed and found without difficulty. This tool will be adjusted to reflect changes to the
functions and activities of the Shire of Jerramungup as may occur from time to time.

3.3 Identified Areas for Improvement

Nil at this time. The Keywords for Council Thesaurus is a very useful tool that is used on a daily
basis throughout the Shire of Jerramungup and at this stage the Shire has not identified any areas
for improvement.

4 Principle Four: Preservation

Government organisations ensure that records are protected and preserved

For the Records Keeping System — Disaster Recovery Plan for the Shire of Jerramungup. Please
refer to Appendix 7.

4.1 Assessment of Risks
4.1.1 On Site Storage

The Shire of Jerramungup has its current and active records located onsite at the Shire office, 8
Vasey Street, Jerramungup.

The active files are stored in a large metal compactus that are sited in a storage room within the
administration building the metal compactus is kept locked at night. Access to the compactus is
by a key which is held by the Records Officer/Customer Services Officer.

Vital records are stored in a fire proof safe within the administration building. The safe is
locked every night with limited staff access to the key.

Backup drives are changed every afternoon and are taken off site at night to a secure fire proof
lock box located the Shire depot.

The administration building is air conditioned during working hours and has smoke alarms and
an electronic alarm fitted to the building.

The majority of inactive files and old archival records are stored in a secure, storage room
on appropriate shelving within the administration building.

Excess records awaiting disposal are stored in a secure, fire proof and vermin proof storage
room located within the depot building.

14



The main disaster threatening records stored onsite comes from fire or vandalism. With the
storage conditions as described here the risk is assessed as low.

4.1.2 Offsite Storage

The Shire of Jerramungup has its non-current, inactive and archival records located in an offsite
storage facility at lot 289 Newton Street, Jerramungup.

The Shire of Jerramungup has converted an old office located in the Shire depot into our off site
archival and inactive records room, the room its self is located within the Shire depot, is insulated
and contains the following;

e Fully lockable building with perimeter fencing and CCTV.
e Location has fire alarms and extinguishers.

e Fire retardant lock box.

e Air-conditioning for 12 hours a day.

e Shelving that complies with SRO.

The main disaster threatening records stored at the offsite records storage facility comes from
fire and vandalism.

With the storage conditions as described here the risk is assessed as low.
4.1.3 Storage of Archives

To the best of its financial ability, the Shire of Jerramungup maintains State Archives in
accordance with the Directions for keeping State archives awaiting transfer to the State Archives
Collection. This is done by:

e Ensuring storage areas are not located in area’s that pose environmental risks such as
flooding, fire or contamination by waste or vermin;

e Ensuringitems are stored in dry, temperature and lighting controlled (via air-conditioning
and structural standards i.e. no windows) to reduce the risk of mould.

Furthermore, all shelving is of quality metal and files stored in boxes are kept closed to reduce
damage by light. Security of the buildings, rooms and storage cabinets is of a high standard (CCTV,
access controlled and/or key entry and areas are accessed on a regular basis and checked for
signs of vermin or mould.

After a review of our offsite storage facility in January 2020 it was brought to our attention that
the climate control of the archival room at the depot was substandard, it was then decided that
we would utilise one of the spare offices in the depot and convert it into the new archival room.

This room now complies with the standards outlined in Directions for keeping hardcopy State
archives awaiting transfer to the State Records Office as do all of our other storage sites.

4.1.4 Storage of Backups

Electronic backups of the Shire of Jerramungup computer records are held in the safe located at
the Shire office, 8 Vasey Street Jerramungup on a daily basis then transferred to the safe located
at the Shire depot on Newton Street.

4.1.5 Quantity of Records
The Shire of Jerramungup has custody of:
e 50 linear meters of temporary hard copy records stored onsite;

e 45 linear meters of temporary hard copy records stored offsite;
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4.1.6

10 linear meters of hard copy State archives stored onsite/offsite;

28 Tb of digital records/information/data.

Security and Access

The following measures are in place at the Shire of Jerramungup to ensure the security of its
records, both hard copy and electronic, and authorised access to them:

4.2

The administration building can only be accessed via a monitored key card system called
Salto (after hours), which is supported by a back to base alarm system.

Security levels are assigned to records to allow restriction to employees electronically.

The Records Officer holds the key for the compactus; staff place a request to the Records
Officer if the hard copy file is required. The Records Officer is then responsible for
distributing the hard copy file to staff.

Confidential and personnel documents are located in the Deputy Chief Executive Officer’s
office in a lockable filing cabinet; access for these records needs to be obtained by the
Deputy Chief Executive Officer or the Chief Executive Officer.

Archive room at Newton Street is locked at all times and access needs to be approved by
an executive staff member or Records Officer.

Shire of Jerramungup has CCTV and a fully enclosed lockable yard located on Newton
Street where the archrivals room is located.

Assessment of the Impacts of Disasters

As stated previously, the risk of a disaster occurring to the records of the Shire of Jerramungup
has been assessed as low. The impact of a disaster on the organizations records has therefore
been assessed as low. There are sufficient strategies in place to ensure that business activities
of the organisation are not unduly affected in the event of the more likely disaster occurring
and the most data that would be lost would be one hour.

4.3

Strategies in Place for Preservation and Response

The following strategies have been implemented by the Shire of Jerramungup in order to reduce
the risk of disaster and for quick response should a disaster occur:

43.1

Multiple tier power sources

Power surge protection

Security of buildings and server rooms

Access controls

Fire rated main file storage room

Pest control

Fire detection

Strong metal racks for servers and file storage compactus
Backups in a separate location enabling fast recovery
Multiple layered backup procedures

Strong policies surrounding physical records
Cyber-attack mitigation

Vital Records Program
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A vital records program has been developed for the Shire of Jerramungup.

Vital records have been identified as a record that is essential for preserving, continuing or
reconstructing the operations of the organisation, its employees, its customers and its
stakeholders in the event of a disaster or an emergency affecting the conduct of the organisation.

The Shire of Jerramungup has an established vital records program through Synergy Soft. After
the creation of a vital record, Synergy Soft will place it in the Vital Records file. All of the vital
Records held with in Synergy Soft can be seen when producing a Vital Records Report, this report
will give a print out of all records and where they can be found in the compactus or DCEQ’s office.

Vital records in hard copy are stored in a locked, fire resistant safe, accessible to senior staff and
the records officer. These records have been copied and the copies are placed on the relevant
files and are used for all normal business activities.

The Shire of Jerramungup recognises the following categories as vital records:

e Certified bound volumes of Council Minutes and Agendas.

e Contracts/Agreements/MOU — with Community groups, government departments,
banks, police, Bushfire Brigades, DFES etc.

e Leases — Council properties, Mining Tenement.

e Licenses —including Firearms, ERA (Water), Waste Disposal (DWER).

e Staff residential leases.

e Bank Guarantee’s.

e Shire Loan documentation (our own and those extended to community groups).

e Land Management Orders.

e Local Government Registers — Gift, Disclosure etc.

e Cemetery Records.

e Personnel Records.

4.3.2 Backup Procedures for Electronic Records

Electronic records of the Shire of Jerramungup are backed up daily. The back-ups are stored in
the safe at the Shire of Jerramungup, 8 Vasey Street Jerramungup then transferred to the safe
located at the Shire Depot, Newton Street Jerramungup. Hard drives are rotated daily.

4.3.3 Preservation of Electronic Records

The Shire of Jerramungup has implemented the following processes to ensure that electronic
records are accessible and readable for as long as required:

e Digital storage media, including removable storage devices, is refreshed as necessary to
prevent data loss, media used to store electronic information is periodically checked 6
monthly to ensure the information is accessible and readable;

e Electronic records requiring long term retention are maintained in an appropriate format
for long term preservation. All records and business information since the inception of
the eDRMS are accessible on separate hard drives which are kept off site in a fire proof
safe.

4.3.4 Security

The following security measures have been implemented by the Shire of Jerramungup prevent
unauthorised access to records:

e Access to the Administration building is controlled by monitored Key card entry for
staff during and after hours. The building is fitted with a “Back to Base” intruder alarm
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system.

Hard copy records are stored in a locked/secure room accessible to Records/Executive
staff by authorisation.

Files are not to be removed from the building without the knowledge of the Records
Officer. Files removed are managed and monitored in the eDRMS.

Hard copy records stored offsite are located at Newton Street, Jerramungup in a locked
fire proof facility accessible by keys held by the Records Officer.

Vital Records and backups are stored at the safe located at the Jerramungup Depot
then transferred to the Shire safe.

Confidential and personnel hard copy records are located in a locked filing cabinet in
the Deputy Chief Executive Officer’s, office.

Electronic records have varying degrees of access depending on delegations assigned
to staff within the organisation. Files assigned with a level 99 access can only be
accessed by Executive Staff only. Electronic records are backed up on a regular basis as
described previously.

Access to electronic records is managed on several levels, initially by controlling access
to the Central Records module. Access is further controlled by security levels being
allocated to files within the eDRMS. Lastly staff are only provided access to file security
levels appropriate to their work requirements.

Access to all systems is controlled by managed login accounts with password

4.3.5 Storage Reviews

The records storage facilities utilised by the Shire of Jerramungup are reviewed to ensure that
conditions are appropriate for the organisation’s records.

Periods of inspection are as follows:

4.3.6

Storage facilities within the administration building are continually checked during daily
access (Monday to Friday). CCTV and building access controls are in place for after hours.
ARM off-site storage — visited and inspected quarterly as part of our OHS inspection
procedures, when this is done the inspection results are given to the Records Officer to
review and any changes can be made were needed.

An annual inspection is done by the Records Manager.

Server room is accessed daily.

Backups are checked on a daily basis.

Recovery of Lost Information

The Shire of Jerramungup has developed a set of quick response strategies to recover lost
information, in all formats, should a disaster occur:

In the event that physical files are lost or damaged, an estimated 95% of records stored
inside the main building are recorded and stored electronically. It is expected that
minimal loss would occur, due to the multi-leveled backup procedures in place for
information stored electronically on servers;

duplication of hard copy vital records;
back up of electronic records;

offsite storage of backups.

18



4.4 Identified Areas for Improvement

The Shire of Jerramungup is in the process of reviewing and updating their Disaster Recovery
Plan. This should be achieved by mid 2022.

5 Principle Five: Retention and Disposal

Government organisations ensure that records are retained and disposed of in accordance with
an approved disposal authority.

5.1 General Disposal Authority for Local Government Records

The Shire of Jerramungup uses the General Disposal Authority for Local Government Records DA
2015-001/1 produced by the State Records Office, for the retention and disposal of its records.

5.2 Disposal of Source Records

The Shire of Jerramungup scans all incoming, hard copy, correspondence for reference purposes.
The original hard copy correspondence is considered the official version and is retained on file
for the required period of the General Disposal Authority for Local Government Records.

5.3 Existing Ad Hoc Disposal Authorities

The Shire of Jerramungup does not have any adhoc disposal authorities.
5.4 Existing Disposal Lists

There are no previous Disposal Lists for the Shire of Jerramungup.

5.5 Restricted Access Archives

The Shire of Jerramungup does not have any State archives to which it intends to restrict access
when they are transferred to the SRO.

5.6 Transfer of Archives
An Archives Transfer Request form has not been submitted to the SRO.

The Shire of Jerramungup will transfer State archives to the State Archives Collection for
permanent preservation when requested by the SRO.

5.7 Non-Transfer of Archives

SRC Standard 7: State Archives retained by Government Organisation’s provides for organisations
to retain State archives older than 25 years.

The Shire of Jerramungup has not identified any State archives that will not be transferred to the
SRO for permanent preservation.

5.8 Disposal Program Implemented

The Shire of Jerramungup has implemented the General Disposal Authority for Local Government
Records and conducts a regular disposal program on an annual basis.

Please refer to Appendix 8 for a copy of the Document to be Destroyed procedure.
Please refer to Appendix 9 for a copy of a Documents to be Destroyed Sheet

5.9 Authorisation for Disposal of Records
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On closure of all volumes of files, the Disposal and Retention action is reviewed to ensure that
the code allocated is still suitable —i.e., the significance has not changed over the life of the file.

Before any temporary records are destroyed or State archives are transferred to the State
archives collection, a list of those records due for destruction or transfer is reviewed and
authorised by the relevant business manager and the CEO prior to the destruction or transfer.

6 Principle Six: Compliance

Government organisations ensure their employees comply with the record keeping plan.
6.1 Staff Training, Information Sessions

The Shire of Jerramungup has implemented the following activities to ensure that all staff are
aware of their recordkeeping responsibilities and compliance with the Recordkeeping Plan:

Table 6.1

Activities to ensure Staff Awareness and Compliance YES NO

Presentations on various aspects of the Shire of Jerramungup Y
recordkeeping program are conducted. These are delivered to all staff
on a regular basis.

In-house recordkeeping training sessions for staff are conducted. Y

From time to time an external consultant is brought in to run a v
recordkeeping training session for staff. Staff are also encouraged to
attend training courses outside the organisation whenever practicable.

Staff information sessions are conducted on a regular basis for staff as v
required.

The Shire of Jerramungup provides brochures or newsletters to publish v
recordkeeping information, highlight issues, or bring particular
recordkeeping matters to staff attention.

The Shire of Jerramungup Intranet is used to publish recordkeeping v
information, highlight issues, or bring particular recordkeeping matters
to staff attention.

The hire of Jerramungup Induction Program for new employees includes v
an introduction to the organisation’s recordkeeping system and
program, and information on their recordkeeping responsibilities.

Ad hoc information is distributed by the Senior Records Officer via email v
to all staff members on relevant records matters, new procedures, hints
and tips or as a reminder of correct procedures.

All new staff to the Shire of Jerramungup are required to undertake one on one training with the
records officer to cover all aspects of recordkeeping policy and procedures in the Shire, this
includes training in the use of the Synergy Soft Records management module.

Please refer to Appendix 10 for a copy of The Shire of Jerramungup — Personnel file Checklist
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Coverage of the training/information sessions as detailed here extends to all staff. However,
records management staff are offered more frequent and more specialised training where
required.

6.2 Performance Indicators in Place

The following performance indicators have been developed to measure the efficiency and
effectiveness of the Shire of Jerramungup recordkeeping systems:

e Monthy overdue records report.

Currently this is proving to be effective for executive staff as it gives them an exact print out of
their overdue records, this also helps to keep track of ongoing correspondence relating to current
projects.

Performance indicators are currently being reviewed and updated to measure the efficiency and
effectiveness of the Shire of Jerramungup’s recordkeeping systems. It is planned to have these
improvements operational by December 2022.

Objective Performance Indicator
Action

Policies and procedures Review Recordkeeping policies, procedures, Review - annual -
(and other documentation) plans, frameworks etc. annually to ensure
currency (January) each year
Language Control Regular maintenance and updating of Updating - as required

Thesaurus / file titling

Preservation Vital Records Register — check currency Review - annual

(January) each year

Storage Facility Reviews Review annually

(OHS inspection every quarter)

Retention and Disposal Disposal Program - Review and approval of Review/approval - annual

records disposal
(Dec/Jan) each year

Compliance Reporting of agency records program Reporting - annual
(Annual Report) June each year
All new staff are provided with one- on-one Induction within one week
induction

of commencement
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In-house communication to be regularly issued Beginning of every second month
to staff, relating to records management
information/updates.

6.3 Agency’s Evaluation

There is a need for some reviews of the Shire of Jerramungup’s recordkeeping systems in the
following areas:

e Ongoing training of staff in regards to mail merges.
e Ongoing training of staff in allocating correct file for documents.

These will be addressed by December 2022.
6.4 Annual Report

An excerpt from the Shire of Jerramungup’s latest Annual Report is attached, demonstrating the
organisation’s compliance with the State Records Act 2000, its Recordkeeping Plan and the
training provided for staff. Please refer to Appendix 10.

6.5 Identified Areas for Improvement

The Shire of Jerramungup has identified that ongoing Records Management staff training will be
provided when necessary this will help to further develop procedures and policy documentation
that is currently in place.

With an ongoing issue with the staff’s continual use of the f: drive over approved recordkeeping

systems staff meetings and internal correspondence is used to remind staff of their record
keeping obligations.
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7 SRC Standard 6: Outsourced Functions

The purpose of this Standard, established under Section 61(1)(b) of the State Records Act 2000, is
to define principles and standards governing contracts or arrangements entered into by State
organisations with persons to perform any aspect of record keeping for the organisation.

State organisations may enter into contracts or other arrangements whereby an individual or an
organisation is to perform a function or service for the State organisation, or act as the State
organisation’s agent to deliver services to clients, or for the State organisation’s own use. The
general term ‘outsourcing’ is used for such arrangements.

Contractual arrangements should provide that the contractor create and maintain records that
meet the State organisation’s legislative, business and accountability requirements.

7.1 Outsourced Functions Identified
Refer to Appendix 1 for those functions outsourced.
7.2 Recordkeeping Issues Included in Contracts

The Shire of Jerramungup has adapted the sample information included in the State Records
Office Records Management Advice October 2019 — Records in Outsourced Arrangements, for
inclusion in major contracts and agreements. The information is amended on a case-by-case basis
for smaller contracts and agreements.

7.2.1 Planning

The Shire of Jerramungup recognises its responsibilities under the State Records Act 2000 and
the need to comply with this and its own internal procedures. When outsourcing functions the
Shire of Jerramungup will consider records management responsibilities and plan accordingly.

7.2.2 Ownership

The Shire of Jerramungup will ensure that the ownership of State records is addressed and
resolved during outsourcing exercises. Where possible this will be included in the signed
contract/agreement.

7.2.3 Control

The Shire of Jerramungup will ensure that the contractor creates and controls records in
electronic or hard copy format, in accordance with recordkeeping standards, policies, procedures
and guidelines stipulated by the Shire of Jerramungup.

7.2.4 Disposal

The disposal of all State records which are the product of or are involved in any
contract/agreement with the Shire of Jerramungup and a contractor/agent will be disposed of in
accordance with the General Disposal Authority for Local Government Records, produced by the
State Records Office.

7.2.5 Access

Conditions for the provision of access to any State records produced in the course of the
contract/agreement have been agreed between the Shire of Jerramungup and the
contractor(s)/agent(s) in the procurement process i.e., contract/agreement negotiations.
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7.2.6 Custody

Custody arrangements between the Shire of Jerramungup and the contractor(s)/agent(s) for
State records stored on and off site by the contractor will be specified in the contract/agreement
as negotiated during the procurement process.

7.2.7 Contract Completion

All arrangements regarding record custody, ownership, disposal and transfer upon the
completion of the contract(s)/agreement(s) will be specified in the contract(s)/agreement(s).

7.3 Identified Areas for Improvement

Within the next 12 months the Shire of Jerramungup will be working on new and updating old
Policies and procedures within the Records Management System.

These policies and procedures include;

e Disaster Recovery Plan

e Electronic Records Procedure

e Website Management Procedure
e Social Media Procedure
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APPENDIX 1 — Functions of the Local Government

APPENDIX 1
Functions of the Local Government
Performed
Performed by an
Function Brief Description of LG Function by the LG External
Tick if Yes Agency
Tick if Yes
il The function of competing commercially or providing services to other v
Corr.n.m.er ca local governments or agencies on a fee for service basis. Includes
Activities undertaking activities on a consultancy or contract basis.
c ) The function of establishing rapport with the community and raising v
o;nmun/ty and advancing the Council’s public image and its relationships with
Relations outside bodies, including the media and the public.
Community The function of providing, operating or contracting services to assist v
Services local residents and the community.
Corporate The function of applying broad systematic planning to define the v
Management | corporate mission and determine methods of the LG’s operation.
’ The function of acquiring, constructing, designing, developing, v
Counci ) disposing and maintaining facilities and premises owned, leased or
Properties otherwise occupied by the LG.
Customer The function of planning, monitoring and evaluating services provided v
Service to customers by the Council.
| The function of regulating and approving building and development v
De;e op mZ'_t applications for specific properties, buildings, fences, signs, antennae,
an IBUI N9 | etc. covered by the Building Code of Australia and the Environment
Controls Protection Authority (EPA).
Economic The function of improving the local economy through encouragement v
Development of industry, employment, tourism, regional development and trade.
The function of preventing loss and minimising threats to life, property v
‘Iémefgen &y and the natural environment, from fire and other emergency
ervices situations.
Energy Supply v
and The function of providing infrastructure services, such as electricity,
Telecommunic | gas, telecommunications, and alternative energy sources.
ations
) The function of managing, conserving and planning of air, soil and v
Environmental oy . "y
water qualities, and environmentally sensitive areas such as remnant
Management bushlands and threatened species.
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Functions of the Local Government

APPENDIX 1

Performed
Performed by an
Function Brief Description of LG Function by the LG External
Tickif Yes | Agency
Tick if Yes

Financial The function of managing the LG’s financial resources. v
Management

The function of managing the election of Council representatives, the v
Governance boundaries of the LG, and the terms and conditions for elected

members.

The function of managing the relationship between the Council and v
Government other governments, particularly on issues which are not related to
Relations normal Council business such as Land Use and Planning or

Environment Management.
Grants and | The function of managing financial payments to the LG from the State v
Subsidies and Federal Governments and other agencies for specific purposes.
| . The function of managing the LG’s information resources, including v
nformation the storage, retrieval, archives, processing and communications of all
Management information in any format.

) The function of acquiring and managing communications and v
Inf of:mc;tl on information technology and databases to support the business
Technology operations of the LG.
Land Use and | The function of establishing a medium to long term policy framework v
Planning for the management of the natural and built environments.
Laws and | The function of regulating, notifying, prosecuting, and applying v
Enforcement penalties in relation to the Council's regulatory role.
Legal Services | The function of providing legal services to the LG. v
‘ 4 The function of acquiring, managing, designing and constructing v

Parks an parks and reserves, either owned or controlled and managed by the
Reserves G

The function of managing the conditions of employment and v
Personnel administration of personnel at the LG, including consultants and

volunteers.
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Functions of the Local Government

APPENDIX 1

Performed
Performed by an
Function Brief Description of LG Function by the LG External
Tickif Yes | Agency
Tick if Yes
y The function of managing the purchase, hire or leasing of all plant and v
a an. L vehicles, and other equipment. Includes the management of the LG’s
Equipment and stores. Does not include the acquisition of information technology and
Stores telecommunications.
The function of managing, monitoring and regulating activities to v
Public Health protect and improve public health under the terms of the Public Health
Act, health codes, standards and regulations.
Rates and | The function of managing, regulating, setting and collecting income v
Valuations through the valuation of rateable land and other charges.
Recreation and | The function of LG in arranging, promoting or encouraging programs v
Cultural and events in visual arts, craft, music, performing arts, sports and
Services recreation, cultural activities and services.
Risk The function of managing and reducing the risk of loss of LG properties v
Management | and equipment and risks to personnel.
Road The provision of road construction and maintenance of rural roads v
oaas and associated street services to property owners within the LG area.
The function of designing and constructing, maintaining and v
Sewerage and . - 9 . . .
. managing the liquid waste system, including drainage, sewerage
Drainage collection and treatment, stormwater and flood mitigation works.
Traffi d The function of planning for transport infrastructure and the efficient v
raffic and | movement and parking of traffic. Encompasses all service/facilities
Transport above the road surface and includes all forms of public transport.
Waste The function of providing services by the LG to ratepayers for the v
Management | removal of solid waste, destruction and waste reduction.
The function of managing the design, construction, maintenance and v
Water Supply | management of water supplies, either by the LG or by service
providers.
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APPENDIX 2 - Legislation and Regulations that may be wholly or partly administered by Local

Government, and Local Laws of the Local Government

and Local Laws of the Local Government

APPENDIX 2

Legislation and Regulations that may be wholly or partly administered by Local Government,

Legislation, Regulations and Local Laws

Tick if YES, the
LG administers

Agriculture and Related Resources Protection Act 1976

v

Animal Welfare Act 2002

Building Act 2011

Building Regulations 2012

Bush Fires Act 1954

Bush Fire Regulations

Caravan Parks and Camping Grounds Act 1995

Caravan Parks and Camping Grounds Regulations 1997

Cat Act 2011

Cemeteries Act 1986

Dangerous Goods Safety Act 2004

Disability Services Act 1993

Dog Act 1976

Dog Regulations 2013

Emergency Management Act 2005

Environmental Protection Act 1986

Environmental Protection (Noise) Regulations 1997

Fire and Emergency Services Act 1998

Fire Brigades Act 1942

Food Act 2008

Food Regulations 2009

Hairdressing Establishment Regulations 1972

Health Act 1911

Health Regulations

Heritage of Western Australia Act 1990

Land Administration Act 1997

Litter Act 1979

Liquor Control Act 1988

Local Government Act 1995

Local Government (Miscellaneous Provisions) Act 1960

Local Government Grants Act 1978

Local Government Regulations

Main Roads Act 1930

Parks and Reserves Act 1895

Planning and Development Act 2005

NENENENENEN ENENEN ENENEN ENENENENEN ENENEN ENENEN ENENEN ENENEN ENENEN RN ES
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APPENDIX 2

Legislation and Regulations that may be wholly or partly administered by Local Government,

and Local Laws of the Local Government

Legislation, Regulations and Local Laws

Tick if YES, the
LG administers

Radiation Safety Act 1975

v

Radiation Safety Regulations

Rates and Charges (Rebates and Deferments) Act 1992

Rights in Water and Irrigation Act 1914

Residential Design Codes of WA

Road Traffic Act 1974

Strata Titles Act 1985

Telecommunications Act (Commonwealth) 1997

Telecommunications (Low Impact Facilities) Determination 1997

Transfer of Land Act 1893

Valuation of Land Act 1978

Waterways Conservation Act 1976

NENENENENENEN ENEN ENEN

Local Laws of the Shire of Jerramungup

Dogs Local Law

Reserves and Foreshores Local Law

Beach Access Local Law 1997

Parking and Parking Facilities Local Law

Local Government Property Local Law

Dust and Sand Local Law 2011

AN BN BN BN NS RN
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APPENDIX 3 — Other Legislation and Regulations affecting the functions and operations of the Local
Government

APPENDIX 3

Other Legislation and Regulations affecting the functions and operations of the
Local Government

Other Legislation and Regulations Tick if YES

Building Services (Registration) Act 2011 v

Conservation and Land Management Act 1984

Contaminated Sites Act 2003

Criminal Code 1913

Electronic Transactions Act 2011

Equal Opportunity Act 1984

Evidence Act 1906

Freedom of Information Act 1992

Freedom of Information Regulations 1993

Industrial Awards

Industrial Relations Acts (State and Federal)

Interpretation Act 1984

Legal Deposit Act 2012

Library Board of Western Australia Act 1951

NIEN R RN RN N RN RN RN RS RN RN EN

Limitation Act 1935, 2005

Museum Act 1969

Occupational Safety and Health Act 1984

Occupational Safety and Health Regulations 1996

Parliamentary Commissioner Act 1971

Police Act 1982

Soil and Land Conservation Act 1945

State Records Act 2000

State Records (Consequential Provisions) Act 2000

NIEUES RN RN

State Records Commission Principles and Standards

Swan and Canning Rivers Management Act 2006

Workers Compensation and Injury Management Act 1981

Working with Children (Criminal Record Checking Act) 2004
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APPENDIX 4 — Codes of Practice

APPENDIX 4
Government and Industry Standards and Codes of Practice that have been imposed upon or
adopted by the Local Government

Other Legislation and Regulations Tick if YES
Australian Accounting Standards v
Australian Records Management Standard ISO/AS 15489 v
General Disposal Authority for Local Government Records v

National Competition Policy

Other

[Please detail any additional items below]
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APPENDIX 5 — Records Management Policy

AP4 — RECORDS MANAGEMENT POLICY

MANAGEMENT PRACTICE: RECORD KEEPING
DELEGATION: N/A

OBJECTIVE

To ensure that the Shire of Jerramungup meets the statutory requirements of the State Records
Act 2000.

SCOPE

To provide guidance and direction on the creation and management of records and to clarify
responsibilities for recordkeeping within the Shire of Jerramungup.

This policy and related recordkeeping procedures/guidelines are the framework for ensuring
records are created and retained appropriately to meet accountability requirements, legislative
compliance and adherence to best practice standards.

POLICY STATEMENT

Records are recognised as an important information resource within the Shire of Jerramungup,
and it is accepted that sound records management practices will contribute to the overall
efficiency and effectiveness of the organisation.

The effective management of records will also:

e Protect the interests of the Shire of Jerramungup and the rights of its employees,
customers and stakeholders.

e Support informed decision making.
e Provide evidence of achievements.
e Increase efficiency in administration and service delivery across the organisation.

Ownership

All records created or received during the course of business belong to the Shire of Jerramungup
not to the individuals who created them.

All contractual arrangements will ensure the Shire's ownership of records.
Creation of Records

All employees, contractors and elected members will ensure that full and accurate records are
created to provide evidence of business transactions and decisions and that these records will be
registered in the Shire’s recordkeeping system.
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Capture and Control of Records

All records created and received in the course of Shire business will be captured at the point of
creation (wherever possible), regardless of format, with required metadata into the
recordkeeping system or appropriate business system.

Records created when using social media applications will also be captured in the Shire of
Jerramungup’s recordkeeping system.

Records will not be maintained in email folders, shared drives, personal drives, external storage
media or personal cloud services (such as Dropbox, OneDrive, Box, Google Drive), as these lack
the necessary functionality to protect business information and records over time.

Security and Protection of Records

Records will be maintained in a safe and secure environment ensuring their usability, reliability,
authenticity and preservation for as long as they are needed.

Records will not be removed from the Shire's sites unless in accordance with the approved
retention and disposal schedule, they are being transferred to the Shire’s archive storage
provider, or they are in the custody of an officer performing official business. It is preferred that
wherever possible only copies of records are removed by those officers performing official
business.

Access to Records

Access to the Shire’s records by staff and contractors will be in accordance with designated access
and security classifications and in accordance with the requirements of their role.

Access to the Shire’s records by the general public will be in accordance with the Local
Government Act 1995 and the Freedom of Information Act 1992.

Access to the Shire’s records by Elected Members will be via the Chief Executive Officer in
accordance with the Local Government Act 1995, once approval in granted the CEO will advise
the records Officer so they can carry out the request on the CEQ’s behalf.

Appraisal, Retention and Disposal of Records

All records kept by the Shire of Jerramungup will be disposed of in accordance with the General
Disposal Authority for Local Government Records, published by the State Records Commission of
Western Australia.

Staff and Elected Members must not personally undertake destruction of any records unless
approved by the Chief Executive Officer or Records Manager.

Records identified for destruction will be subject to review and approval by the Records Manager,
and the Chief Executive Officer.

Copies/duplicates may be disposed of by staff and Elected Members after approval from the
Records Manager or the Chief Executive officer, ensuring any such records that contain
personally identifiable information or information that is not publicly available are placed into
confidential destruction bin in the shredder room or given to the Records Officer to dispose of.
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Roles and Responsibilities
1. Elected Members

Elected Members will create and keep records of communications or transactions which convey
information relating to the Shire’s business or functions. These records will be forwarded to the
Chief Executive Officer’s Executive Assistant for capture into the Shire’s recordkeeping system.
Refer to the Elected Members Recordkeeping Guidelines for detailed procedures.

2. Chief Executive Officer

The Chief Executive Officer will ensure there is a system for the capture and management of
records that is compliant with the State Records Act 2000 and best practice standards.

3. Executive and Managers

Executive and managers will ensure that all staff (and contractors) under their supervision comply
with this policy, associated records management procedures/guidelines and the Shire of
Jerramungup’s Recordkeeping Plan.

4. All Staff

All staff (including contractors) will create and receive records relating to the business activities
they perform and are required to:

a. Make records to document and support business activities.

b. Ensure that records are captured and registered into the recordkeeping system or
appropriate business system

c. Ensure that records are secure at all times.
Refer to the Record Keeping Management Practice for detailed procedures.
Legislation and Standards

Legislation and standards applicable to recordkeeping in Western Australian Local Government
organisations include:

State Records Act 2000
Corruption and Crime Commission Act 2003
Criminal Code Act Compilation Act 1913
Electronic Transactions Act 2011
Evidence Act 1906
Freedom of Information Act 1992
Interpretation Act 1984
Local Government Act 1995
State Records Commission: Principles and Standards
Australian Standard on Records Management: AS ISO 15489
Definitions
1. Record (State Records Act 2000)
For the purposes of this document, a record is defined as meaning “any record of information

however recorded” and includes —
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Anything on which there is writing or Braille;
A map, plan, diagram or graph;
A drawing, pictorial or graphic work, or photograph;

o 0 T o

Anything on which there are figures, marks, perforations or symbols having meaning for
persons qualified to interpret them;

e. Anything from which images, sounds or writings can be reproduced with or without the
aid of anything else; and

f. Anything on which information has been stored or recorded, mechanically, magnetically
or electronically.

2. Government Records

The Act describes a government records as:
Government record means a record created or received by —
(a) a government organization; or
(b) a government organization employee in the course of the employee’s work for the
organization,
But does not include an exempt record;
3. Vital Records

Are records that are essential to the continued business of the Shire, Vital records include those
that protect the rights of individuals and the Shire and are essential or the Shire’s reconstruction
in the event of a disaster. Examples of vital records include core computer system records,
Council and Committee Minutes and Agendas, Financial and Budget records, Title Deeds, Policy
and Procedure Manuals, Registers, Contracts/Tenders, Licences, Historical documents,
Delegation of Authority, Insurance Policies, Town Planning Scheme deeds/information and any
document detailing approvals of some kind.

4. Ephemeral Records

Ephemeral records are duplicated records and/or those that have only short-term value to the
Shire of Jerramungup, with little or no ongoing administrative, legal, fiscal, evidential or historical
value. They may include insignificant drafts and rough notes, or records of routine enquiries.

5. Third Party or Public Records (Non-Records)

Are documents that are generally available in the public domain and do not form part of a
business process in respect to the Shire’s activities. They are generally used for reference and
information purposes, such as reports or plans from another organisation, a published directory,
or a training manual of a third-party Roles and Responsibilities.

6. Recordkeeping Plan

The Recordkeeping Plan ensures that records are created, managed and maintained over time
and disposed in accordance with legislation. It is the primary means of providing evidence of
compliance with the State Records Act 2000. All government organisations must have a
Recordkeeping Plan that is approved by the State Records Commission.

7. General Disposal Authority (GDA)

The General Disposal Authority for Local Government records DA2015-001/1 (the schedule) is
designed to provide consistency throughout Local Government in disposal activities and
decisions. It is a continuing authority for the disposal and archival of records which document a
Local Government’s operations.
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8. Personally Identifiable Information (PII)

Pl refers to information, or an opinion, that can be used to distinguish or trace an individual’s
identity, either alone or when combined with other personal or identifying information that is
linked or linkable to a specific individual, whether the information or opinion is true or not; and
whether the information or opinion is recorded in a material form or not.

Evidence Act 1906

Freedom of Information 1992
Local Government Act 1995
Relevant Legislation: Criminal Code 1913 (section 85)
Electronic Transactions Act 2011
State Records Act 2000

General Disposal Authority for Local Government Records

Related Documents: Management Practice — Record Keeping

Shire of Jerramungup Record Keeping Plan

Related Local Law: N/A

Related Policies: N/A
Adopted: 26 May 2021
Last Reviewed: 17 April 2019
Next Review Date: 2023

Chief Executive Officer Authorisation:

Date: 19/07 /2021
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APPENDIX® — Records Management Procedure Manual \
\J

Synergy Records
Management Procedures
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1. Objective

The Records Management Procedures (End Users) provides clear guidelines so that Shire staff
can respond to daily mail, register correspondence and make informed decisions on what
documents to register.

This document will ensure that all staff satisfy their legal obligations from a record keeping
perspective and also continue to provide outstanding customer service both internally and
externally.

2. Actions
A. What must go on afile

Records such as letters, file notes, memos, (certain work place diaries), agreements, reports,
contracts, minutes, maps, plans, photographs, films; cd disks; videos; newspaper articles;
electronic images (facsimile & emails) which provides evidence of business activity, decisions or
outcomes.

i. Records of correspondence received by post, facsimile, emails or electronic mail that
reflect the business activity of council
ii. Memos, reports and signed copies of outwards correspondence
iii. Agendas, minutes, background papers and outcomes of formal meetings
iv. Documentary evidence of decisions for which the Shire of Jerramungup is held
accountable
v. Official information related to personnel (eg workers compensation)
vi. Copies of contracts, leases and agreements, and related documentation
vii. Records relating to precedent cases, where precedent play a role
viii. Records of individual actions, where there is a likelihood of the individual having to account
for that action later
ix. Electronic business related information via facsimile or email
X. Photographs and electronic media images
xi. Development plans and maps including organisation and individual.

Records that should not be captured onto the Central Records Module are:

Ephemeral records: GDA LG refers to ephemeral records having no continuing value to the local
government and generally are only needed for a few hours or a few days. They may not need to
be placed within the official recordkeeping system (e.g. brochures and fliers not produced by the
local government).These may be in the following content or form:

» Duplicates of documents, without additional notions;

» Copies of another organisation’s reports and files;

* Telephone messages of a routine or trivial nature;

» Facsimile transmissions and electronic mail of a routine or trivial nature or  that
duplicate information held elsewhere (working documents, ‘for your information’
communication);

+ Desk calendars and office diaries where no entries pertaining to work  activities have
been recorded;

* Audio recording of a routine or trivial nature or that duplicate information held elsewhere
(recordings of minutes that have been subsequently transcribed to paper and accepted
as a true and accurate record of proceeding by the committee members concerned);

» Consultants advertising their services in the form of sales letters or brochures;

» Training organisation advertising courses;

« Political newsletters; and
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* Quotes for services and equipment (does not include official tenders).

B. Incoming Correspondence

All incoming correspondence that is hand delivered to any staff member should be brought to
Central Records for registering and scanning into SynergySoft.

Mail is collected twice daily (At 9.30am when outgoing mail is delivered to the Post Office
and 11.30am) and is placed in the in tray on the Record Officers desk.

All mail is opened and then sorted into the following groupings — cheques, invoices, corporate
records, and ephemeral records. The details of the cheques are entered in the cheque register
by a Records officer, signed off and forwarded to the Cashier for processing. The invoices are
date stamped with the creditors registration stamp and forwarded to the Creditors staff for
processing.

The ephemeral records are date stamped and distributed to appropriate staff via incoming mail
basket in each officers office.

The corporate records are date stamped, the action officer and file number/s are allocated by the
Records officers. All correspondence received is recorded in the electronic records management
system (Synergysoft) in the following way:

Each document has been date stamped and is entered into Synergysoft as a cover sheet
identifying the details of the correspondence, and then the document is scanned into the system
and attached to the appropriate cover sheet. The following details (metadata) are recorded:
o whoitis from,
what file number/s it is to be placed under,
which staff member/s it is for the attention of,
the subject of the correspondence and
the author,
date of letter and
address of sender.

O O O O O O

Once all the incoming mail has been added to the Shire of Jerramungup’s records management
system the records officer will then send mail messages via the related information tab within the
synergy soft, this will notify any staff members of incoming mail/outstanding records that has been
assigned to them.
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C. Email Management

Emails and Faxes:
Both incoming and outgoing Corporate Emails are to be registered in the electronic records
management system (Synergysoft), this can be done by the officer who is producing or receiving

the email via the central records tab.

On the occasion that the Shire receives a fax it should be placed in the record officers ‘in tray’ to
be registered.

D. Daily Mail Report

Officers will receive all the
Record numbers via an
email sent out after the daily
mail has been registered.

lerMenuBar Secretary Window Help
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E. How do | find my outstanding documents?

To find correspondence to which you have not yet responded you can run a report to find all

outstanding

documents, which have been assigned to you for action.

Select “Show My Outstanding Documents” which is located at the bottom left-hand corner of
the Records Registration search screen.

* You will then have activated the search and any outstanding documents will be listed.

1 [Secretary/LGS/TERMSRV]SynergySoft - [Records Registration]
[0 7= Systams Codes RelatedInformation Searches Tools Spocler MenuBar Secretary Window Hep =181
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File Type linciuds il files] +| Filename I
T Specifically this volume range - Vital Date Vital Record &
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Dept. Name | j

Property I Rel Ind hd Has Loose Items? -
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F. How to answer your Outstanding Documents

Follow the screens below:

1 [Secretary/LGS/TERMSRY]SynergySoft - [Records Registration - ICR101079 UPDATING ORGANISATIONS CONTACT DETAILS]

[0 fic Systems Codes Related Information  Searches Tools Spocler MerwSar Secretary Window Heb
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e PN Y e e B e e e =)
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y 0 H-nE
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I |30JUNE 2010
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Right click on record then double
click on reply to items
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1. Click on merge
2. Print your document
3. Click on save.
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1 1 1
Easy Record Registration - Last record added was OCR101147 Select All I Deselect All |
Transfer To Reports ReplyTo ltems [“swe | cancel ulk Attach
Apply Details From A Profie | =
[ Details 1 Correspondents 1 W Related info Other
H 4 Row2 Displayed 14 of 4 > | Recordumber [>ri01147 Routing [Outgaing =] Record Type [CORRESP - }
Recon([Flecod No
1 ICR New Cover Shest
1%Ref  [ICR101078  [UPDATING ORGANISATIONS CONTACT Client Ref [ I ORG: NS CONTACT DETAILS
ICR101081 Fle  [eRsis I [GOVERNMENT RELATIONS STATE LIAISON Contact | I =] |k ANNUALREQUEST FOR INFORMATION AGREEMENT OF ARRANGEMENTS (LEA
o —— Il 1T ———— N T —
4 (CAICATOTI0 | Corresp 37 [DEPARTMENT OF SPORT AND RECREATION el Address | FOR CHANGING OF PURPOSE OF RESERVE 40776 "BUSH FIRE BRIGADE DEFOT)
1 i = IRE OF JERRAMUNGUP-
Property it Contact Information |
[ 2 | N 2 rgect I ‘
Short TileContents \1') Covershest saved as "OCR101147)
[UPDATING ORGANISATIONS CONTACT DETAILS
Allocated To MRW\IIE SOLOMON CEO SECRETARY o Other Int Corflisps
Date Regstered [13/07/2010  Action Status [No further action ~] actionpate [ | Record Status [Draft ¥
‘Word Processing - Malimerge Templates
 Proflle @ General " Departmental
Avalable Templates
TemplateLetter =] Use A | ‘ Get existing fles
‘ >

distart| | @ O] | [ isecretery/LGS[TERMSR...

Your record is now
complete, search for the
document and change
status to final

B [Secretary/LGS/TERMSRYISynergySoft - [Records Registration - ICR101079 UPDATING ORGANISATIONS CONTACT DETAILS]
[ Fle Systems Codes Related Information Searches Tools Spooler MenuBar Secretary Window Help

| o[

A e e e e e | |
Search ) PickList I Cover Sheet 1 Corresp. 1 Attachments 1 Actions 1 Other 1 Rel Apps
Record Number ICR101079 Routing [\nooming j Record Type ICORRESPONDENCE j
1 Cross Ref Doc OCR101147 UPDATING ORGANISATIONS CONTACT DETAILS
1 File GRSLY Volume ]1 IGOVERNMENT RELATIONS STATE LIAISON DEPARTMENT OF SPORT & RECREATION
1 Corresp |92637 DEPARTMENT OF SPORT AND RECREATION o AT
PO BOX 329.LEEDERVILLE WA 6908
Cort [ Clients Ref
Properties
Short Title / UPDATING ORGANISATIONS CONTACT DETAILS
Contents
Int. Corr. |[CHARMAINE SOLOMON CEQ SECRETARY j Other Int Corresps |
- Record Status & Date Last Changed
Save+Email :] |] 3/07/2010
- Dates
Rec'd / Sent Document Acknowledge Respond By Action Status Action Date
06/07/2010 | | |1 8/07/2010 [Responded to | ]1 3/07/2010
View Attach (1) ‘ Aldit History. | On Lean | C | Vital Rec ‘ Day Box | Security Level 1 Rel |nd,|SubJecl to FOI j

[
distart| | @ O] ||[F(secretary/LGS/TER...

[Connection status: Connected, O5: Windows 2000 (v5.2)]

44



G. Searching for a Document

All business correspondence is registered in the SynergySoft Central Records Module and at
times you may need to find a document. As with the files program, all fields on the Records
Registration search form are searchable. In order to do search, follow these steps:

i. Select Records then Records Registration.
ii.  Enter your search criteria, at a minimum you should fill in the following fields.
* Routing (incoming, internal or outgoing)
+ Keyword Information
iii. To commence the search, just click on the “Search” button.

Note: The more information you enter when searching, the more chance you have or

Femac +| e

making a “direct hit” finding the information you are looking for.
H. Data Entry Protocols — Names and Address Module

An accurate names and address database is a very powerful marketing and customer
relationship-building tool.

The current database is littered with duplicate entries, inaccurate postal addresses and
incomplete records.

The Shire has created the following protocols that if followed and implemented correctly will
improve the accuracy and reliability of our names and address database.

Always complete an extensive search of the names and address database to ensure that
a contact does not exist before entering that person e.g. avoid duplicates

i All text must be in title case ,
v'SHIRE OF JERRAMUNGUP
x Shire of Jerramungup

ii. Do not use abbreviation or acronyms in surname field. Enter organisation’s full name
as it appears on their letterhead. Do not use acronyms.

v WESTERN AUSTRALIAN LOCAL GOVERNMENT ASSOCIATION
X WALGA
At the discretion of the data input officer, the acronym can be included within the

contacts field. By including the acronym into the contacts field, SynergySoft will search
for contacts using both the ‘short form’ and ‘long form’ criteria.

iii. Addresses — ensure full address is used and suburbs are defined. ,
v 102 NORTH ROAD
EAST PERTH WA 6330

x 102 NORTH ROAD PERTH WA 6330
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iv. Date Format = dd/mml/yy ,
v' 01/01/10
x 1/1/10
x 15" JANUARY 2010

v. Time Format = hh:mm (24hr clock)

v’ 20:16
x 8:16 PM

vi. Telephone and mobile phone number — ensure that prefix is always used and that
spaces are in the correct locations.

v/ 0898419333
x 0898419333

v' 0429 900 242
x 042 990 0242

vii. Email addresses — insert address as you were entering details into the address line
of an email.

v’ council@jerramungup.wa.gov.au
x Council@jerramungup.wa.gov.au

I. Names & Address -Individual

Vi.

Individual Rule

Individuals have their own record, i.e if John Smith of 11 Brown Street writes in and the
only record available is Arthur Smith of 11 Brown Street, Then a new name record must
be created.

Similar initials — first name rule
If 3 Smith of 11 brown Street write in and the only available record is John smith of 11
Brown Street, then attach the existing name and address code.

Similar surname -different initial rule If J Smith of 11 Brown Street writes in and the only
available record is AJM Smith of 11 Brown Street then a new name record must be
created.

Same name -different address rule If John Smith of 13 Black Street writes in and the
only available record is J Smith of 11 Brown Street, then a new name record must be
created.

Married Couples In the database married couples are listed separately (eg. They each
have a name record). Attach both name records if both names are on the
correspondence you are registering.

No name or address given when records receive a piece of correspondence which is

anonymous, then the title “no name or address given” is allocated. This includes letters
signed, “A concerned resident or citizen”.
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vii.  Letter to multiple name and addresses Letters that go out to a large number of names
and addresses are attached to the title of residents/distribution list.

J. Business and Organisations

i Business with different address rule
Available in database e.g Eastern Great Southern Petroleum, office in  Jerramungup
and Eastern Great Southern Petroleum, office in Lake Grace. Then a new name record
must be created for each branch of the business.

il Contact name for a business rule
The contact name is inserted into the contact field on the business name record.

REGISTERING OUTGOING CORRESPONDENCE USING
SYNERGYSOFT TEMPLATES

K. How to register and use Synergy Templates for Outgoing Correspondence,
Corporate Internal Documents and File Notes

i.  Logon to SynergySoft and enter Records Registration through the Records menu.
ii.  Click on the Add button to create a new Coversheet that details the outgoing
piece of correspondence, making sure you have entered in all the mandatory
fields.
iii. Go to the Attachments tab.

iv.  Select the list of templates you wish to use, i.e. General or Departmental.
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* Select the type of template
(if Departmental select your
department from the drop-
down list).

# Select the template you want
to use.

* Click Use template/mail
merge
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v. Select the mail merge template you wish to use.

vi.  Click on the Use Template/Mailmerge button.
Microsoft Word will open and display the template. You may notice that Synergy
Soft has created a word document and comma separated value file (CSV) in the
working directory based upon the Coversheets’ key, e.g. 01234.

Bir BN Pew i Fpms Jes Ui el ey
ST IEER- S WY FILCLEN W01 UK L BT |
P - o T L IR T 1T |
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vii.  Click the <<ABC>> button on the Mailmerge toolbar inside Word to view the data for the
mail merge fields.
viii.  Once finished editing the document, minimize Word to see Synergy Soft.

ix.  Click the Update Mailmerge/Document button.
X.  The program now gives you the ability to merge the document and data source or keep

them separate.

Update Documnment

Save OCR101148.doc as merged final. or leave az menge fom?

Leave I

The most commonly used option is to click merge to create one Word document. The Leave
button will retain both the csv file and Word document.

xi.  Microsoft Word will close and you will see that there is a word document in your working

directory that has been flagged to be picked up.
xii.  To finish with the Coversheet click the Save button.
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Outgoing Mail and other Material Created Internally for Filing:

All mail to be sent out is placed in the front office ‘mail out’ tray for processing by the Customer
Service Officers for Australia Post collection. Most outgoing letters are produced in the electronic
records management system however this is not always viable and in those cases letters are to be
printed and scanned to the records officer to be put in synergy Soft before the original is posted out.
The appropriate action officer is to ensure that this has been done prior to placing letter in envelope.

L. Borrowing a File from Central Records
All staff can borrow files from Central Records with authorisation from the Records Officer.

i.  Before removing a file please ensure you have filled out a temporary file. The file number,
name and date are requested on the temporary file. Then place the temporary file in the
exact same area of the compactor as the file you are removing.

ii. Please ensure security of files whilst in your care. Files are the property of the Shire of
Jerramungup.

ii.  Please do not write on the covers of the files.

iv.  Whilst the file is booked out to the Officer please ensure all outgoing mail produced by
you is filed in date order on the correct file.

v.  Prompt return of files is preferred. Staff will need to be informed if a longer time is
required.

M. File Creation and Closure

New files can only be created or closed by the Records Officers. New files are created when: A
new function, subject, activity, project, property or subdivision is commenced, or When an
existing file becomes too large and a new volume is required.

To create a new file within the system:

e Make a hard copy file including relevant details.
e Entre into the File Plan ( Title list)

Additional files are to be created when an existing file becomes too large. The new file is to
have a reference to the preceding file and the word volume and the number added to the file
reference. This reference needs also to be entered into the Records File register which includes
the opening and closing dates of the file.

N. Closure of Files
THIS FILE:

GOVERNMENT RELATIONS

Files cannot be closed by anyone except by the Senior Records Officer. o
The closure of a volume must be recorded in the Records File Register GR.LR.1

this task is only to be carried out by the Senior Records Officer, along with HAS “2'333“6%8;’;” On:
and other relevant details relating to the closure of the file. A form is to be I
inserted in the file to indicate that no further documents are to be placed DOCUMENTS ONTIHIS CLOSED FILL
on the file and that there is now volume. R e
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O. Disposal and Retention of Files

The disposal and retention of files is carried out annually. A copy of the General Disposal
Authority for Local Government Records by the State Records Office of Western Australia is
located in the Record Officers bookcase and should be referred to when disposing and
retaining files.

All files tagged for disposal must be authorised for destruction by the Chief Executive Officer
and signed off on the ‘Destruction of Files’ Register.

Files are to be destroyed in accordance with the State Records Act.

Retained files are to be stored in archive boxes (located in the Backroom 1 or 2) and stored in
Backroom 1, with files stored in Backroom 1 being sent to Backroom 2, with older records
being moved to Archive Storage located at the Shire of Jerramungup Works Depot.

Any files eligible to be sent to State Records Archives are to be discussed with the Chief
Executive Officer.

P. Metadata Management

Metadata is data about data and it describes who, what, where, when and why records about a
business activity or transaction were created. Metadata is structured information that describes
and/or enables finding, managing, controlling, understanding or preserving other information

1
over time . Metadata must be captured during business transactions to describe the content,
context and structure of records in both paper and electronic recordkeeping systems.

The Shire of Jerramungup is responsible for ensuring that all metadata elements associated
with its record keeping system are captured, stored and made accessible over time.

Record keeping metadata ensures that records can be effectively retrieved over time and across
platforms and systems as they are changed. Metadata is represented by the fields used to capture
information about the record. Examples of information about records which must be captured are
as followed:

» How the record was created, ie the application;

* The creator of the record,;

* The date and time of the record creation or receipt;

» The relationship one record has with another, if any;

* The provenance of the record, that is the organisational context in which it was
created,;

» The level of security access held by each user of the record keeping system;

* The title of the record; and

+ The changes made to a record:
o For electronic records, who made the change and the nature of the change;
o For hard copy records and files, movements from location or person to another

location should be tracked.

Each identified record and its associated metadata will be inextricably linked for as long as the
record is required, as defined under the General Disposal Authority for Local Government
Records. The Shire of Jerramungup has set the following minimum metadata requirements for
documents, including emails:

50



* Document name or title

» Date of creation

» Date of receipt

» Author, sender and recipient — individual and organisation

* Location, ie file number where document has been attached

This metadata will be captured into the Shire’s Synergy Soft Records Management System.

The Shire of Jerramungup has determined the following minimum metadata requirements
for files or folders:

» File classification including name or title

* Identifier, ie file number

+ Date of creation

+ Date of closure

* Home location

* Current location

* Retention code and period

This metadata will be captured in the Shires Electronic Document and Records
Management System.

In accordance with the Guidelines for State Government websites (2005) published by the
Office of e-Government, the following minimum metadata elements will be captured for all
pages on the Shire of Jerramungup internet site:

+ Title

* Creator

* Publisher
 Date

» Identifier (for online resources) or availability (for offline resources instead of identifier)
* Function (AGLS (Extra))

+ Keyword (meta-tag used for resource discovery by commercial search engines)

» Description (meta-tag used for resource discovery by commercial search engines)

Electronic Records

An electronic document becomes an electronic record when it takes part in a business
transaction. For example, a report prepared using a word processing application remains a
document until it is submitted.

All electronic documents, plans, images etc which constitute a record, as defined under the
State Records Act 2000, must be captured into a corporate approved system which meets the
record keeping requirements under the State Records Act 2000 and the State Records
Principles and standards 2002.

Elected members and staff, including contractors, will ensure that electronic records created
outside corporate approved systems, for example in office applications such as word
processing, spreadsheets etc, are printed to file wherever possible.

In some instances, it may not be practical to print and electronic record, for example records
containing audio-visual material, spreadsheets with complex calculations etc. In these
circumstances, it is the responsibility of the creator to ensure that the record will be held in
electronic format and remain accessible until it reaches its disposition period.
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This will entail implementing a migration strategy through different software versions.

Website Management

All changes are to be recorded electronically and a snapshot of web page is taken quarterly.
This is managed by assigned responsible officers. Improvements to this area of the plan are
ongoing. This includes;

Guidelines to determine which is the complete and accurate record,;
The purpose of the website; and

Assigned responsibilities

Updating website procedure

Q. Systems Management

The Deputy Chief Executive Officer is responsible for maintaining the SynergySoft System,
which is the Shires Electronic Document and Records Management System (EDRMS).
ITVision’s SynergySoft is a comprehensive management system, specifically designed to meet
the current and future information processing and management needs of Local Government
Authorities, and includes the General Ledger and another 10 modules including the EDRMS
Module.

The Shire has the following infrastructure and security controls:

Virus Protection

At present, Trend Micro and Super Anti Spyware is installed on all desktop computers.

Server Protection — Trend Server Agent and Hosted Email Security, which acts the
same as the WestNet AV-Relay acted, except we send the mail through Trends
Sandboxing Servers to evaluate and quarantine suspect emails and links.

We are also now looking at Trend
Subscriptions and renewals are annual for the Trend product.

Firewall deployment

Windows firewall is utilised on the servers and workstations and the Netgear router has a
further firewall function inbuilt.

We are also now looking to utilise Trend Micro’s vulnerability exploit technology, which
monitors PC and user behaviour and if they appear to be behaving in a suspect manner, like
attempting to contact external servers and send information to those servers, then the VE
process will engage and close that service. This is being trialled by PCS at the moment so
more to follow on this issue, but we consider it a fairly important step forward.

Secure passwords

At present, the group policy in place on the existing server enforces minimum complexity
for user passwords but does not force them to expire.

52



R. System Backups

The Deputy Chief Executive Officer is responsible for System Backups being carried out and
tested. Backing up the Shires records and other information resources is based on using pre
programmed scheduling which is a standard feature of all backup systems.

Much of the Shires records and information is contained in the SynergySoft System and hard

copy files.

Data security and backup strategy - Current

How have we protected our data and our network (e.g. virus protection, secure networks and firewalls, secure passwords and data backup
procedures)? Details of the backup procedures as advised by supplier are listed in the table below.

Data for backup -
currently

Frequency of backup

Backup media/
service

Person responsible

Dotabase (Synergy) and Shire
Dota - The data covered in
o full set includes the
operating system of both
servers (Windows), Exchange
femail), any opplications
installed, Synergy and its
datobase and user shored
dota (Company documents).

The operating system drive af
servers s bocked up  daily.
Exchange is backed up daily.
User shared data is bocked up
2 times a doy. Synergy's
database is backed up 2 times
a day. The Synergy applicotion
environment is  backed up
daily. Once a day, all af this
data is copied to an external

Removabie 2.5" hard drive -
Bock up data 5 currently
stored on a virtual server
as on intermediate target.
This doto is then sent vig
the network to an external
drive overnight.

Shodow Copies (twice daily)
are backed up to o fixed
drive in the server. This is

disk.

nat remavabie.

The current system is largely outomated
and has fittle in the way of notificotions
configured, however, daily reports are
sent to the DCEQ and Accounts users,
outlining a successful, or otherwise
backup. This report olso goes to the IT
proviger,_ . _whg then aoct upon it os
required.

The Accounts Officer hos been delegated
the responsibility of rototing external
drives.

Shadow Copies are generated and stored on a fixed drive in

the server, twice a day.

*  Daily Backups are generoted ond stored on the virtual
backup server as scheduled.

= Bockups stored on the backup virtual server are copied to
a removable drive overnight.

. The removable backup drive is rotated with another from

the pool and stored sofely.

Data security and backup strategy — Proposed for new infrastructure

Data for backup -
proposed

Frequency of backup

Backup media/

service

Person responsible

The data covered in @ full set
will include the operating
system aof both servers
(Windows), Exchange {email)
Active Directory, any
applications instalied,
Synergy and its database,
user shared data (Company
documents) ond redirected
user data (typically
documents and desktop
content workstations)

Typicolly  this would  be
conducted  once  daily  vio
Windows Server Backup.
Shodow Copies on  shared
network drives are by defoult
run twice daily. Synergy may
have its own databose backup
scheduled  (depending on IT
Vision’s adwvice) A more
frequent schedule can be put in
ploce as reguired.

The current server, once
decommissioned, or @ NAS
device will become the
target for backups {and will
likely reside in the depot).
Bockup dota sent to this
will be consolidoted and
output to external hard
drives for safe storoge.

Notifications are enabled to produce
email regarding the success or failure of
the daily backup jobs. Several recipients
are specified a5 per the Shire’s
preference.

Baockups are generated and stored on the backup server vig
the network as scheduled.

Notifications ore sent to ggyise of foilure or success.

Bockups stored on the backup device are verified and
consolidated, whilst being written to the removable drive.
Notifications regording this output to removable drives
are sent as reguired.

Removoble bockup drive is rototed with another from the
pool and stored safely.

S. Migration Strategy

Migration is the process of transferring records from one records system to another while

maintaining their authenticity. Migration of any systems will be done in accordance with the
State Records Office of Western Australia
The Shire of Jerramungup will undertake the following steps to maximise the efficiency of the
migration process;

* Re-appraise records as part of the conversion or migration process. This involves
reassessment of the requirements to retain records and may require amendment of a
disposal authority in conjunction with the State Records Office. Records which can be
destroyed according to an approved disposal authority will not be migrated to a new
system.

* Assign responsibility for migration. This will be a shared responsibility between the
Shires Deputy Chief Executive Officer and Records Officer who will ensure all data is
successfully carried across, and recordkeeping professionals, who will ensure records
are transferred without loss of integrity. Within the Shire of Jerramungup, the Records
Officer will be primarily responsible.
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» Identify and assess risks, in particular the possibility of compromising the integrity of the
records whilst migrating them. The value of the record as evidence of the business it
supports must be safeguarded by retaining

o the information contained in the record;

o the metadata captured with the record at the time of its registration in the
SynergySoft;

Linkages or relationships to other records and systems.

(0]

. Use appropriate software for the migration of electronic records. The software should
be able to :

read the source file and analyse differences between it and the target format;
identify and report on mismatch and risks if mismatch occurs;
accurately convert the source files to the target specifications;
work on single files and large collections; and
o provide a record of the process for inclusion in project documentation.
* Make and keep appropriate documentation of the process so that there is a record of
what occurred during migration.

O O O O

T. SECURITY AND PROTECTION OF RECORDS

The Shire of Jerramungup is responsible for the security and protection of all records created or
captured as part of the Shire’s day to day operations. All Shire staff and contractors have a
responsibility to apply the following security and protection measures to all records created or
received when carrying out the Shire’s business.

Records should be maintained in a safe and secure environment ensuring their useability,
reliability, authenticity and preservation for as long as they are needed. By implementing this
policy and guidelines, based on national and international best practice, the Shire of Jerramungup
will be able to protect and use its records as corporate assets.

Providing a safe and secure environment for the Shire of Jerramungup’s records ensures that
records are:

» accessible to all who have the required security access

» secure from unauthorised disclosure which could damage the Shire’s corporate security
or individual privacy, give unfair commercial advantage or cause harm to an individual or
organisation;

» secured against tampering, unauthorised access or unlawful deletion

« protected in appropriate environmental conditions ensuring the availability of records as
long as they are required,;

» stored in a cost-effective manner;

» secure and accessible for as long as they are required to meet business, and
accountability needs and community expectations; and

» able to assist the Shire of Jerramungup to meet its record keeping requirements under
the Local Government Act 1995, the State Records Act 2000 and other acts to which
they are subject.
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U. GUIDELINES
Confidentiality

All Shire of Jerramungup Staff and Contractors must treat Council information as confidential and
not release it in any form to third parties, without relevant approval. Please refer to Shire of
Jerramungup’s Code of Conduct for further details.

Computer Systems

Access to the Shire of Jerramungup’s entire computer network is via a ‘login’ and each person
has their own login.

Location

The Shire of Jerramungup’s records must be located apart from all known hazards. It is the
responsibility of the Deputy Chief Executive Officer to verify that each storage area meets the
requirements under the State Records Principles and Standards 2002 and the Australian
Standard AS ISO 15489.2 for Records Management. Sites should be weatherproof, have good
drainage, be dedicated to the storage of records, and be intruder resistant and access controlled.

Shire of Jerramungup staff and contractors must not store records in areas that are not
authorised. Records should be returned to authorised storage areas as soon as possible after
use.

Environmental control

Records must be stored in an environment appropriate for their format and the period they are
required to be kept. Records must be kept in areas that:

* have reasonable temperature and humidity levels

+ exclude direct sunlight

* have good air quality and circulation, and

* in the case of magnetic media, are free from magnetic fields.

Shire of Jerramungup staff and contractors should return records to authorised storage areas
after use, so that they are kept in suitable environments. Whilst records are in use, they should
not be exposed to direct sunlight or other risks.

The Shire of Jerramungup has four storage areas which house the Shire's
records:
Compactus Storage area located within the Administration Building.
Backroom 1 Storage area is located in the Administration Building and
houses the old building licences, finance and 2001-2003 old files.
Backroom 2 Storage area is located in the Administration Building and
houses building licenses and finance files.
Archive Storage area is an air-conditioned, lockable room located within the Shire of
Jerramungup Works Depot. All archive files and vital records are
stored at this location.
The Compactus, Backroom 1 and 2 Storage areas are air conditioned
during the day.

Shelving and packaqging

All shelving and packaging used for records storage should protect them from deterioration.
Shelving and packaging should:
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* be clean

* bein a good state of repair

* be strong enough to withstand the weight of the records

* be of appropriate quality suitable for the record’s format and its period of retention
* meet occupational health and safety requirements.

Council staff and contractors should notify the Deputy Chief Executive Officer of inappropriate or
damaged shelving and containers, or OH&S risks. Records should be returned carefully to their
proper containers and shelving after use.

Protection from disaster

The Shire of Jerramungup has a Disaster Management Plan designed to minimise risks to
records, from hazards like water, fire, theft, vermin or unauthorised access. Please see the
Records Disaster Management Plan for further details. Employees should report any problems or
risks they observe in records storage areas.

Careful handling

To prevent damage to records from poor handling:
» Staff will be informed of the proper handling techniques for the record formats they use;

* Records will be handled properly when they are temporarily removed from the
organisation for legitimate business purposes, such as when they are taken to building
sites; and

» Records will be protected while they are being converted to other formats, for example,
when they are imaged.

Accessibility
Records taken off site

As a general rule no Shire of Jerramungup records should be removed from the Shire of
Jerramungup premises. However, it is some times necessary to remove files such as in the case
for Building Applications and Licences and when Minutes are sent to the Bookbinders for binding.
Where records are removed from Shire of Jerramungup premises the loan to the individual
concerned must be recorded in Removed File Register and the care of the record is the
responsibility of the person to which the record has been loaned.

V. ACCESS TO RECORDS

Access to the Shire of Jerramungup’s records by staff and contractors will be in accordance with
designated access and security classifications. Access to the Shire’s records by the general public
will be in accordance with the Freedom of Information Act 1992 and the Shire’s policy on Freedom
of Information. Access to the Shire’s records by Elected Members will be through the Chief
Executive Officer in accordance with the Local Government Act 1995.

The Shire of Jerramungup is responsible for the protection, safe custody and care of all State
records under its control. Requests for access to records will be received from different groups
and for different reasons. Providing access to records-based information is achieved through
the provision of effective record keeping which supports business operations and enables the
Shire of Jerramungup to meet statutory requirements and other requirements.
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Guidelines

Internal access to records

» Records must be available to all Elected Members, staff and contractors who require
access to them for business purposes of the Shire of Jerramungup.

* Some records created by the Shire of Jerramungup will be of a sensitive or confidential
nature and will require access to them to be restricted to one or more people.

» Right of access to each record will be determined by the security classification specified
on file.

+ Confidential records will be restricted in accordance with the Shire’s Records Keeping
Procedure Manual.

External access to records

Access to Shire of Jerramungup Records by members of the public will be in accordance with
the Shire’s Policy on Freedom of Information and as per the provisions of freedom 5.94, 5.95
and 5.96 of the Local Government Act 1995 (as Amended).

Accessibility
Records will be stored in a way that they can be identified and retrieved easily and quickly by
Shire of Jerramungup’s staff and contractors.

Records will be housed in locked cupboards or areas which are not accessible to the public or
other unauthorised personnel.

The location of the records must not impede retrieval requirements.

As a general rule, no Shire of Jerramungup records should be removed the Shire of
Jerramungup premises, however, it is sometimes necessary to remove files such as Building
Applications and Licences. Where records are removed from the Shire of Jerramungup, the loan
to the individual concerned must be recorded and the care of the record is the responsibility of
the person to who the record has been loaned.

Obligation of record user

Staff and Council members and members of public must not intentionally damage, alter, dispose
of or remove official records of the Shire without authorisation to do so.

Staff and council members are required to handle shire records with care and respect in a
sensitive manner to avoid damaging records with a view to prolonging its life cycle.

Smoking, eating and drinks should occur near council records or in storage areas.

W. FREEDOM OF INFORMATION

If a customer requests a document under the Freedom of Information Act, the following
procedure applies:

Give the customer a copy of the ‘Application for Access to Documents’ Form (located in the front
counter pigeonholes). This form must be completed. Request proof of identity from the customer.

If the customer is seeking access to a document or documents on behalf of another person the
Shire of Jerramungup will require authorisation in writing.
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Ensure the application is accompanied with payment for fees and charges (see Appendix A)

The customer’s request is to be given to the Freedom of Information Officer and will be dealt with
as soon as practicable (within 45 days) after it is received.

If the customer is not satisfied with the decision the FOI Officer makes concerning their
application, they can apply to the Shire of Jerramungup for an internal review of that decision.
Applications for an internal review must be lodged at the Shire within 30 days of receipt of notice
of the Shire’s decision. The Shire will respond within 15 days or any longer period agreed between
the applicant and the Shire. There is no charge of an internal review.

If the customer is still dissatisfied after the internal review has been completed, they may seek a
review by the Information Commissioner. This request must be made in writing giving details of
the decision to which their complaint relates. The complaint should be made to the Information
Commissioner and addressed to:

The Office of the Information Commissioner Exchange Plaza Level 21 2 The Esplanade PERTH
WA 6000

Any party to a complaint may appeal to the Supreme Court on any question of law arising out of
a decision of the Information Commissioner, except for a decision as to the deferral of access to
a document, the charges to be imposed for dealing with an access application and the payment
of a deposit on account of charges.

An individual may apply to have a document amended if it contains inaccurate, incomplete, out of
date or misleading personal information. An application should be made in writing to the Shire of
Jerramungup and should provide all the information required in the Act. Applicants must provide
details and, if necessary, documentation in support of their claim that the information they seek
to have amended is inaccurate, incomplete, out of date or misleading.

Applicants must also indicate how they wish the amendment to be made (ie. alternation, insertion
etc).

3. Enabling Policy or Strategy

State Records Act 2000

4. Review Position and Date

t
Chief Executive Officer to review on or before the 31° January 2022.

5. Associated Documents

Related strategies, procedures, references, guidelines and other documents that have a bearing
on this procedure and that may be useful reference material for users of this procedure.

» State Records Act 2000
Website Procedure
* Synergy procedure

CEO Authorisation: Date: / /
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APPENDIX 7 —Record Keeping System Disaster Recovery Plan

Shire of Jerramungup

Record Keeping System — Disaster Recovery Plan
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RECORD KEEPING SYSTEM DISASTER RECOVERY PLAN

The Shire of Jerramungup’s Record Keeping System is a vital corporate system that manages,
stores and provides access to the Shire of Jerramungup’s records. The impact resulting from the
entire or partial loss of records in the Record Keeping System would be immense.

In the event of a disaster affecting the Shire of Jerramungup’s Record Keeping System, the swift
and complete recovery of the system would be essential in ensuring minimal impact on Shire of
Jerramungup operations. Information is a key resource in all processes at the Shire of
Jerramungup, and the loss of this resource would either significantly slow each process or halt
each process entirely. The Record Keeping System, as the primary repository for Shire of
Jerramungup information, has the greatest potential to impact the widest range of Shire of
Jerramungup operations if destroyed in a disaster.

Impact of Loss

The loss of the Shire of Jerramungup’s Record Keeping System could impact the Shire of
Jerramungup in a number of ways. The major areas of likely impact are detailed below:

Breach of Customer Service Levels

The slowing of Shire of Jerramungup processes due to an inability to access required information,
for even a short period of time, would quickly start to impact the Shire of Jerramungup’s ability
to meet its customer service levels. This would result in a flow on impact to Shire of Jerramungup
customers and degradation of the Shire of Jerramungup’s image in the community.

Staff down Time

With the majority of office staff utilising the Record Keeping System in their day-to-day activities
the effect of the unavailability of the system on staff productivity would be significant. For short
periods of system unavailability, other work could be performed, however as the period of time
increases so does the impact on staff productivity.

Uninformed Decision Making

Being unable to access the right information at the right time can easily lead to uninformed
decision making by Shire of Jerramungup staff. In the short term important decisions could be
deferred, however as time pressures increase, decisions would have to be made without the
benefit of potentially valuable information contained in Shire of Jerramungup records.

Loss of Corporate Memory

The loss of the Shire of Jerramungup’s Corporate Memory would have an immense impact in the
long term. A Corporate Memory helps to provide an organisation with its corporate identity,
heritage and historical reference, as well as empowering staff to make improved business
decisions, prevent duplication of effort, increase administrative efficiency and learn from the
organisation’s previous mistakes. The Shire of Jerramungup’s Corporate Memory also makes a
valuable contribution to the Public Memory of Western Australia, a vital historical resource for
everyone in the WA community and beyond.

Legal Exposure

Shire of Jerramungup records are regularly utilised to support a legal defence or to substantiate
prosecutions for the Shire of Jerramungup on various matters. The unavailability of such records
would result in a significant legal exposure for the Shire of Jerramungup, by either not being
successful in undertaking appropriate prosecutions under various empowering acts or not being
able to defend the Shire of Jerramungup’s actions in regard to contentious matters.
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Cost of Re-creating Information

The loss of information used to support Shire of Jerramungup operations can not be accepted in
the medium to long term. Such information is necessary to carry out these operations and would
need to be re-created so that the activities could continue. The re-creation of many years’ worth
of information is a very costly if not impossible task.

Legislative Non-Compliance

The Shire of Jerramungup is required to comply with a myriad of Acts and Regulations covering
all areas of the Shire of Jerramungup’s diverse functions and operations. Of particular note is the
State Records Act 2000, which governs the record keeping function of all government agencies
in Western Australia. Non-compliance in terms of the retention and protection of Shire of
Jerramungup records would result in heavy penalties and embarrassment for the Shire of
Jerramungup in the State Parliament.

Risk Analysis

The following table details the major risks affecting the Shire of Jerramungup’s Record Keeping
System. The event level refers to the level of severity of the disaster should it occur, with level 1
being the highest and level 5 being the lowest. The chance of the disaster occurring has been
estimated in terms of low, moderate or high likelihood.

Risk Description Event Level | Likelihood

) Fire and smoke damage to computer data
Fire Level 1 Low
or paper records

Water damage to computer data or
Flood Level 1 Low
paper records

Theft Theft of computer data or paper records Level 2 Low

Chemical or Industrial damage of offsite

Industrial Accident Level 3 Moderate
paper records
Accidental or malicious destruction of
. Level 4 Moderate
Destruction of Data computer data and paper records
Vermin Damage to paper records by vermin Level 5 Moderate

Inventory of Assets

The following tables detail all the components of the Record Keeping System that require
safeguarding. A ranking is given to each component to indicate the priority that should be given
to each during any recovery activities. The inventory also provides details such as the
format/operating system, location/host computer, custodian and security classification of each
component.
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Electronic Components:

Item Ranking Operating Host Custodian Security
System Computer Classification
System
Server 1 Win10 DCEO Sensitive

Physical Components:

Item Ranking | Format Location Custodian Security
Classification
Compactus 1 Hard Copy Office DCEO Sensitive
Storage Room 1 2 Hard Copy Office DCEO Sensitive
Storage Room 2 3 Hard Copy Office DCEO Public
Storage room 4 Hard Copy Depot DCEO Public

Disaster Recovery Requirements

Five major disastrous events have been identified that would impact the Shire of Jerramungup’s
Record Keeping System. These events have been ranked by the level of severity of the disaster
should it occur, with level one being the highest and level five being the lowest. This section of
the disaster recovery plan describes these five event levels.

Level 1: Shire of Jerramungup Office Compromised

The total compromise of Shire of Jerramungup Office due to a major event such as fire, flood,
earthquake or bombing, although highly unlikely, is a risk for the Shire of Jerramungup. The
compromise of Shire of Jerramungup Office has been categorised as a level one event and would
have an extreme impact on nearly all areas of operation within the Shire of Jerramungup.

The required recovery for an event of this magnitude would possibly need to include alternative
accommodation, furniture, office equipment, information technology infrastructure and
additional staffing, as well as the recovery of the Shire of Jerramungup’s Record Keeping System.

Due to the wide ranging impact of a level one event, recovery from such a disaster is well beyond
the scope of this disaster recovery plan. It is recommended that the recovery strategy for this
level event be considered by the Chief Executive Officer.

Level 2: Theft of Shire of Jerramungup Records

The theft of the Shire of Jerramungup Records has been categorised as a level two event and
although the likelihood is low, the effect, dependant on the files lost, would be a decrease in staff
productivity.

The required recovery would be to implement appropriate continuity procedures including the
recovery of all vital backup files and tapes, to restore the RKS to normal.

Required Recovery Time: 4 Hours
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Level 3: Industrial Accident at Offsite Records Storage Area

An Industrial Accident at the Shire of Jerramungup Offsite Records Storage Area has been
categorised as a level three event. The possibility of the event occurring is moderate, with access
to archive and vital backup records restricted depending on the severity of the accident.

The required recovery would be to assess the damage to the offsite storage area and files stored,
once the site has been secured. Any vital backup records destroyed will need to be re-created
and returned to the offsite storage area. Repairs to the offsite storage area will need to be carried
out where applicable.

Required Recovery Time: 4 Hours to 1 Week
Level 4: Destruction of Records at the Shire of Jerramungup

The accidental or malicious destruction of records at the Shire of Jerramungup has been
categorised as a level four event as the likelihood is moderate. The effects could be loss of vital
records and damage to the server and/or computer equipment.

The required recovery would be to implement appropriate continuity procedures including the
recovery of all vital backup files and tapes and to restore the RKS to normal. In the case of
malicious destruction, staff access to records will need to be reviewed.

Required Recovery Time: 1 Day
Level 5: Destruction to Records Caused by Vermin

The Destruction to records caused by vermin has been categorised as a level five event. The
likelihood is high, with the effects being the loss and damage of paper records.

The required recovery would be to implement appropriate continuity procedures including the
recovery of all vital backup files and tapes and to restore the Record Keeping System to normal.
Vermin control measures would need to be improved.

Required Recovery Time: 1 to 2 Days
Disaster Counter Measures

The Shire of Jerramungup will develop and implement counter measures to ensure the
protection of the Shire of Jerramungup’s Record Keeping System, as detailed below. Some of
these measures are preventative in nature (to avoid a disaster from occurring in the first instance)
and others will aid in the recovery of the system should a disaster occur.

Logical Security
Server access will be restricted at all times to Network Administration staff only.

The Shire of Jerramungup will ensure that the Server will be backed up each night, with the tape
to be stored in the Office safe and backed up once a week on an offsite storage tape, to be stored
at an offsite secure location.

Physical Security

The Shire office alarm system will be engaged at the close of business. Passwords for the system
are to be authorised by the Chief Executive Officer. Compactus and safe are to be secured and
locked at the close of business each day.

Offsite storage (Sea Container) is to be locked and the compound padlocked at the close of
business each day.
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Environmental Controls

All record keeping areas are to be air-conditioned and fitted with smoke detectors and fire
alarms. Immediate access to fire extinguishers will be available. UPS (Un-interruptible Power
Supply) Units will be fitted to all computers in the Administration office.

The offsite storage area is also to be suitably insulated, air-conditioned fitted with smoke
detectors, fire alarms and contains fire retardant shelving.

Security Copies of Vital Records

The creation of security copies of records is the’ Shire of Jerramungup s best defence in the event
of a disaster. Security copies are stored in a separate location to original records so that in the
event of the original being destroyed or damaged in a disaster the security copy can be retrieved
and used to replace the original record. It is essential that security copies are stored a significant
distance from the original so that both are not destroyed by the same event. Security copies
should be subjected to the same security and storage conditions as the original records.

e Duplication of Electronic Records: All documents stored in the Shire of Jerramungup’s Record
Keeping System must be duplicated on a regular basis. The security copies must be stored
within environmentally controlled conditions at a facility located a significant distance from
the original electronic records.

e Duplication of Vital Hard Copy Records: Hard copy vital records must be identified and
duplicated on a regular basis. The security copies must be stored within environmentally
controlled conditions at a facility located a significant distance from the original hard copy
records.

Disaster Recovery Strategy

Upon the discovery of a disaster affecting the Shire of Jerramungup’s Record Keeping System,
the Chief Executive Officer should be immediately contacted. This person should then commence
the recovery strategy detailed in this section of the plan.

Switch to Emergency Backup Operating Mode

The first task of the Chief Executive Officer is to immediately switch the Record Keeping System
to the emergency backup operating mode. The following steps should be followed:

e Evaluate the extent of damage to the Record Keeping System and select an appropriate
Record Keeping System Continuity Procedure (See Section 7.7 for details).

e Assemble appropriate staff to discuss Continuity Plan.

e Implement the relevant continuity procedures.

¢ Notify all staff of system unavailability.

Plan Recovery

The following steps should then be followed prior to the commencement of the recovery
activities:

e Urgently assemble all relevant staff.

e Evaluate extent of damage or loss.

e Determine recovery tasks required.

e Notify all Record Keeping System stakeholders of recovery strategy and estimated time frame
for recovery.
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Implement Appropriate Recovery Operations

As a guide, the following recovery operations should be executed by the Chief Executive Officer.
Different operations have been selected depending on the level of the disastrous event.

During recovery operations the recovery team will meet regularly. Communication should be
channelled through the Chief Executive Officer. At the completion of the selected recovery
strategy a debriefing will be held and a full report produced detailing the recovery operations
and any recommendations regarding improvements to the disaster recovery plan.

e Level 2: Theft of Shire of Jerramungup Records:

Once the Police have been notified, the Chief Executive Officer will switch to the Emergency
Backup Operating Mode, delegating staff to implement disaster continuity procedures that
are applicable.

e Level 3: Industrial Accident at Offsite Records Storage Area:

The Chief Executive Officer will ensure that the required authorities are notified and the area
is contained. The Shire will switch to the Emergency Backup Operating Mode, with the Chief
Executive Officer delegating staff to implement disaster continuity procedures that are
applicable.

e Level 4: Destruction of Records at the Shire of Jerramungup:

The Chief Executive Officer will switch to the Emergency Backup Operating Mode, delegating
staff to implement disaster continuity procedures that are applicable.

e Level 5: Destruction to Records Caused by Vermin:

The Chief Executive Officer will switch to the Emergency Backup Operating Mode, delegating
staff to implement disaster continuity procedures that are applicable.

Return to Normal Operating Mode

Once all the essential recovery activities are completed, the steps below should be followed to
return the Record Keeping System to normal operating mode:

e Resume normal Record Keeping System procedures and halt Record Keeping System
continuity procedures.

e Advise all staff that Record Keeping System is operating in normal mode.

e Ensure records created during Record Keeping System continuity procedures are captured and
filed correctly.

e Ensure backup data and/or replacement materials are replaced or returned.
Disaster Continuity Procedures

The Shire of Jerramungup will develop and implement continuity procedures to be used during
any extended period of system downtime during office hours to ensure the continued processing
of records into the Record Keeping System and delivery of records to Shire of Jerramungup staff.
Six separate continuity procedures will be used for different types of system problems, as
described below. A combination of these individual procedures may be required.

e All records will continue to be registered and file numbered and will be stored for filing in the
filing pigeonholes, until paper filing system is restored.
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e Offsite Backup tapes for the server will be retrieved and reloaded onto system if still
operational.

e Electronic records will be saved onto employees individual hard drives and saved onto the
server, once server is restored or replaced.

e |[f the Shire of Jerramungup Filing Key is destroyed, all incoming and newly created documents
will be registered and grouped together in the filing pigeonholes until a certified copy of the
Filing Key is available to index records.

¢ New Incoming and Outgoing Mail registers will be established immediately in the event of the
original registers being destroyed.

o If there are printer failures, electronic records will be saved to the server and once printers
are restored, a hard copy printed out and filed.

Disaster Recovery Responsibilities

The following Shire of Jerramungup positions will be responsible for various activities that must
be performed as part of the Record Keeping System Disaster Recovery Plan. The table below
details the unit and position responsible for undertaking the activity and the frequency with
which the activity should be performed.

Activity Position Frequency
Senior Administration )

Backup of Server Records . Daily
Officer

Vital Paper Records Backup Copies Executive Secretary Continual

Reviewing of Disaster Recovery Plan DCEO Annually

Disaster Recovery Resources

Dependent on the nature and severity of the disaster, the following resources may be required
to restore the Shire of Jerramungup’s Record Keeping System. The table below details the source,
location and availability of each item.

Item Source Location Availability
RKS Disaster Recovery Plan Shire Sea Container | Immediate
Vital Paper Records Backup Copies Shire Sea Container | Immediate
Vital Server Records Backup Copy Shire Offsite Immediate
Replacement Hardware - . )
Pre-Emptive Strike Albany 1 Day to 1 Week
Server/Software
Cunderdin )
Replacement Compactus o Cunderdin 1 Week to 1 Month
Furnishing
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Item Source Location Availability
Replacement Files, Labels etc. Boise Perth 1 Day to 1 Week
State Records Office State Library Perth 1 Week to 1 Month
Bookbinders 44 Caversham Place | Perth 1 Week to 1 Month
Coates Hire Chester Pass Road Albany 1 Day to 1 Week
Preservation State Library Perth 1 Week to 1 Month
Office Max 136 629 Perth 1 Week to 2 weeks
Emergency Service Telephone

Ambulance 000

Fire Department 000

State Emergency Service 132500

Police 9835 0222

Albany Health Campus 9892 2222

Western Power 131351

Water Corporation 131 375

Disaster Recovery Plan Training Program

All members of the Record Keeping System Disaster Recovery Team will be trained in the
operation of the Record Keeping System Disaster Recovery Plan and associated procedures.
Training will be conducted annually and whenever a new member joins the team.

Disaster Recovery Plan Testing Program

All members of the Record Keeping System Disaster Recovery Team will be involved in the testing
of the Record Keeping System Disaster Recovery Plan and associated procedures. Complete and
thorough testing will be conducted on an annual basis. The Record Keeping System Disaster
Recovery Plan should be refined if any inadequacies or inefficiencies are discovered during
testing.
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APPENDIX 8 — Documents to be Destroyed Procedure

Documents to be Destroyed Procedure

Before any documents are to be destroyed you first must check the disposal date of the file on
Synergy Soft or the General Disposal Authority.

A file on Synergy will only be flagged to be destroyed if the file has been closed for the
appropriate amount of time, once this time is up synergy will allow the file to be deleted.

Hard copies on file once closed will be placed into an archival box with the disposal date written
on the front of it and placed into the archival room at the depot.

Once the disposal date is up each file in the box will be written on a document to be destroyed
sheet and that sheet will be given to the CEO for review (no files are permitted to be destroyed
until the CEO has signed off on it.)

Documents to be destroyed - January 2016

Once the CEO has reviewed and signed the document that file is now able to be destroyed.
Before destruction takes place remember to;

e Check the file number on the physical file against the disposal Authorisation to ensure
match

e Remove all papers from the file fasting, remove any metal fasting’s (except staples) and
plastics before shredding takes place.

e Remove the tube clip from the file cover

e The box should then be taken to the admin office and the records officer once again
checks to see that all files within the box are on the DTBD sheet and that there is nothing
in there that shouldn’t be.

e The records officer will then place all of the paper work out of the file into the shredder
to be shredded, the records officer must sign off on the DTBD sheet once finished.

e Update the EDRMS to show the record disposition as destroyed.

Once all hard copies have been destroyed all corresponding electronic records need to be
destroyed within the Synergy Soft System.
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APPENDIX 9 — Document to Be Destroyed Sheet

Documents to be destroyed - December 2020

File Number | Date Closed | File Name Contents Reference | Disposal Date Guidelines
Time cards | 2012 2011712 time cards Time sheets from admin staff & Time cards from works crew | Payroll 7 years ASA

FM.BA 4 2012 CC Bills &payments BANKING - CREDIT CARD - BILLS AND PAYMENTS Financial | 6 year ASA

CRAW.2 2012 Community Awards Community awards correspondence Cfrelations | 7 years ALA

443 2003 Staff clothing Uniforms Staff 7 years ALA

338 2002 Manuals Technical & User manuals IT 2 Years ASR

344 2003 Debtors Invoices Financial | 7 years ASA

Documents Shredded by: Danielle Wisewould
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Appendix 10 — Shire of Jerramungup Personnel File Checklist

-

o  SLIIESET A 1
- R OF
A AN =

EMPLOYEE NAME & NO:

POSITION: DATE COMMENCED:

The following checklist is a gulde as to what is to be included in each new employee's
personnel file. The file is divided into 5 sections as follows:

(Areas highlighted in blue are essential and required)

Section 1: Contract of Employment

Letter of Appointment & Employee Contract(s)

()

“Position Description (current role only)

Confidentiality Agreement

=]

Section 2: Personal Details

'Employee Details

“Staf Identification (Motor Drivers Licence)

"Registration/Qualification Certificates (Current) including ATM Card/First Aid

Application for Employment Form

_l_’ouca Clearance

oojo|o|o|o

Reference Checks

Interview Questions, Selection Report

(Sl In]

Prospective Employee Checklist

Resume, Selection Criteria

(8]

Section 3: Performance Reviews & Training

Training Records

Induction to Records Management — (Synergy Soft)

Performance Review — End of probation

Performance Review — Yearly or as required

Employee Notes

ojojojo|en

Copy of Complaints/Compliments

Section 4: Correspondence

Signed original Computer Policy (if applicable)

Signed original Motor Vehicle Policy (if appiicable)

“Signed oniginal Telephone Policy (if applicable)

Signed oniginal Council Property Checklist

oo |ojojo

All Correspondence to and from employee (including Workplace Agreement;
disciplinary summaries if applicable)

Section 5: Health Records & Payroll

Leave Forms (including sick certificates)

Copy of Taxation Declaration

Workers' Compensation (summary) (if applicable)

Pre-Playment Medical & Accident/Incident Report Forms

Oojo|ojoga

Employee Changes, Deductions, Position Form(s)

£ accounts PayrolF StafT Induction |1 7 « PPersoanel File Checklist docCreated on 962018 201 00 PM



APPENDIX 11 — An excerpt from the Shire of Jerramungup’s latest Annual Report

Stotutory Statements

Record Keeping Policy

The Shire of Jerramungup and all of its employees
are committed to efficient and compliant record
keeping practices. Internal review and training
strategies have been developed and implemented
to ensure that all are aware of their compliance
responsibilities and that the Information
Management System is operating in accordance

with the Shire's 2019 Record Keeping Plan.

As part of staff induction, the role and
responsibilities of every employee, in relation to
compliance with the record-keeping plan, are
addressed. Ongoing  training

conducted where appropriate

sesgions are
and additional
training is provided to ensure the operation of our
information Management System is effective and
compliant.

Annual Salaries

The Llocol Gowvernment Act 1995 requires the
Annual Report to detail the number of employees
who are entitled to an annual salary of 100,000 or
more and to break those employees down into
bands of 510,000.

At 30 June 2020 the Shire of Jerramungup had two
employees whose salary fell between 5110,000 and
5119,999, one other between 5120,000 and
%129,999 and one employee whose salary falls
between $160,000 and $169,999,

Register of Financial
Members and Senior Staff

Interests  for Elected

In accordance with the requirements of the Local
Government Act 1995, this register is held in the
Administration office and Is available for viewing by
the public.

Mational Competition Policy
Competitive Neutrality Policy and Principles;

The Shire of lerramungup has not identified any
business that would be classified by the Australian
Bureau of Statistics as either a "Public Financial
Enterprise” or “Public Trading Enterprise”.

Competitive Neutrality Policy and Principle CN5;

The Shire of Jerramungup has not identified any
part of its business as "Significant Business Activity”
in 2019/2020.

Structural Reform of Public Monopolies, Principles
SR2, SR3 AND 5R4 ;

The Shire of Jerramungup acknowledges the
principles of structural reform under the Mational
Competition Policy.

Disability Access and Inclusion Plan

The Shire of lerramungup Disability Access and
Inclusion Plan was reviewed in 2015. The purpose
of the DAIP is to set out strategies that a local
government will undertake to ensure that people
with disability can access its services, and that the
provided facilitate  increased

services will

independence, opportunities and inclusion for

people with disability in the community.

The Disability Access and Inclusion Plan 2018-2023
will continue to guide the Shire's efforts to make
the Shire of Jerramungup community a more
friendly amnd inclusive place for people with
disabilities and has resulted in a number of

improvements being made throughout the Shire.

The upgrade of our shared path network,
installation of a Universal Access toilet facility at
Paperbarks Park, planning for disabled access in the
Bremer Bay Town Centre, further footpath

_——#
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APPENDIX 12 - Elected Members Policy
Policy Type
Council

Policy Purpose

To provide Councillors with clear guidelines on how they will comply with their responsibilities
under the State Records Act 2000and to establish a Council wide consistency in the
management of records and a framework for the creation, capture, access, management,
storage and disposal of records of all agency functions, irrespective of format within the Shire of
Jerramungup.

Policy Scope

This policy applies to all Shire of Jerramungup Councillors, employees, consultants, contractors,
casual staff and volunteers and relates to discharge of responsibilities as set out by the State
Records Act 2000 and the State Records Commission. The policy applies regardless of the
format (e.g. written or electronic) and where it was received.

Policy Statement

INTRODUCTION

Records and documents belonging to the Shire of Jerramungup are important assets and
therefore must be managed properly for business purposes and compliance with the State
Records Act 2000. In accordance with requirements of the Act, the Shire of Jerramungup has
developed a Record Keeping Plan as an instrument of accountability. The Record Keeping Plan
has been approved by the Council and has been implemented to fulfil the Shire of
Jerramungup’s compliance obligations and to benefit the Shire of Jerramungup’s business
information needs.

ELECTED MEMBERS

The State Records Act 2000 identifies certain records held by Councillors as State records and
requires that these be protected and preserved. The State Records Commission sets out
guidelines to assist local government and Councillors to identify which records must be
retained. This can include electronic as well as written records. The Commission’s policy
regarding the records of local government elected members requires the retention of records of
the:

“...communications and transactions of elected members which constitute evidence affecting
the accountability of the Council and the discharge of its business.”

Councillors may hold records which must be made available in relation to Freedom of
Information requests. Just as direct Council held records must be searched for information
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relevant to a Freedom of Information request, Councillor records, including computer records,
must also be available for searching. It is important that Councillors are aware of what must be
retained and made available in order to comply with the intent and provisions of the State
Records Act 2000 and the policies of the State Records Commission. This policy should also be
read in conjunction with the Councillors: Code of Conduct.

PRINCIPLES

a) Retention of records is key to ensuring the transparency and accountability of local
government decision-making.

b) Retention of records is an important tool in protecting and retaining the heritage and
memory of local communities.

c) Ensuring the availability of information in a timely way is an important part of the
democratic process.

d) A conservative approach should be taken to retention of records: i.e. if in doubt retain
the records.

PROVISIONS

1.1 Councillors must keep records of communications or transactions, which convey information
relating to local government business or functions. These records should be forwarded
regularly to the Shire of Jerramungup administration for capture into the official
recordkeeping system.

1.2 The following records must be created and retained and forwarded to the Shire of
Jerramungup administration on a regular basis and at the retirement of a sitting member:

(a) Communications from residents and ratepayers such as:
e complaints and compliments

e correspondence concerning corporate matters

¢ submissions, petitions and lobbying

¢ information on Council’s interests relating to local government business activity and
functions

(b) Telephone, meetings and other verbal communications between an elected member
and another party, regarding local government projects or business activities

(c) Work diaries — containing information that may be significant to the conduct of the
elected member on behalf of local government,

(d) Presentations and speeches delivered as part of an elected member’s official duties.

1.3 Councillors must sign an annual declaration that they have forwarded required records to
the Shire of Jerramungups Records Officer for retention or storage. (Note: this declaration
is not a mandatory requirement under the State Records Act however in mandatory under
the Local Government act 1995 and exists to remind Councillors of their compliance
responsibilities and to assist the Chief Executive Officer (CEO) discharging requirements
under Section 17 Local Government (Audit) Regulations 1996.
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1.4 Councillors must make available records held relevant to a Freedom of Information request
in a timely way that ensures Council compliance with the statutory response times.

1.5 Councillors should consult with the CEO or the Records Manager if they need assistance in
deciding whether a record should be retained or not.

1.6 Destruction of the above records or failure to make them available for storage or Freedom
of Information requests will place an Elected Member in contravention of statutory
requirements.

1.7 The following records do not need to be forwarded to the Shire of Jerramungup for
retention:

e duplicate (unmarked) copies — of Council meeting agenda, minutes & papers. Note: any
such document with notations or marked in any way is a record under the State Records
Act 2000.
e draft documents or working papers which are already captured in Shire of Jerramungup
records
e publications — such as newsletters, reports, circulars and journals.
e invitations —to community events where an elected member is not representing Council
or the local government.
e telephone, meetings & other verbal conversations which:
e convey routine information only; or
e do not relate to local government business or functions.
e electioneering — or party political information.
e personal records — not related to an elected member’s official duties. Note: if any of
these documents have been marked or contain notations they are considered to be
records required for retention.

EMPLOYEES, CONSULTANTS, CONTRACTORS, CASUAL STAFF AND VOLUNTEERS

PRINCIPLES

(a) All employees are responsible and accountable for keeping accurate and appropriate
records of their activities and must do so in accordance with this policy.

(b) This responsibility includes appropriately securing records to protect the commercial
confidentiality, privacy and sensitivity of records and in using and sharing them internally
and externally.

(c) All corporate records and documents belonging to the Shire of Jerramungup must not be
shared or distributed to external persons or organisations unless authorised to do so by
the Chief Executive Officer.

(d) All records must be stored, physically or electronically, in the Shire of Jerramungup’s
Records Management System so that they can be classified, secured, accessible,
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published as well as retained in one central location and in accordance with this Policy
and the Shire of Jerramungup’s approved Disposal Authority.

PROVISIONS

1. Capture of Records

11

1.2

All Employees and Elected Members are responsible to ensure records they create,
send and receive in the course of their work for the Shire of Jerramungup are captured,
regardless of the format. This includes but is no limited to:

Authorisations
Contracts

Emails

File Notes

Internal Correspondence
Legal Documents

Letters (Signed)

Memos

Minutes of Meetings eg Events Committee Minutes
Reports

Spreadsheets

Employees and Elected Members have an obligation to the Shire to make sure they have
registered all required records in the Shire of Jerramungup’s Records Management
Systems for retention or storage.

2. Retention and Disposal of Records

2.1

2.2

2.3

2.4

A record must be retained, even if the legal retention period has expired, if it is required
for existing or anticipated legal matters, including Freedom of Information applications,
until it is no longer required.

Any records scheduled for disposal are to be identified and presented by the Records
Officer for review. Records for disposal will then be formally authorised by the Records
manager and the Chief Executive Officer.

Ephemeral records and documents are to be destroyed once reference to them ceases.

The Records Officer will arrange for any records that need to be destroyed to be done so
by appropriate means, any records held by Employees, Elected members, Consultants,
Contractors, Casual employees and Volunteers that need to be destroyed need to be
giving

to either the Records manager or the CEO who will then work together to assess the
appropriate action for the record.
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2.5 Records which are disposed of will be recorded on the “Document to be destroyed
Schedule” by the Records Officer and signed off by the CEO.

3. Drafts and Revisions

3.1 Drafts or revisions recording the progress of changes to official policy and management
decisions should be fully documented as these can provide evidence of the processes
involved or contain significantly more information than the final draft or revision.

3.2  Adraft or revision of a document is a record under this policy if the draft or revision
conveys new information or substantially different information from the previous draft
or revision then the draft or revision must be retained as a record. If changes to any draft
or revision are of a minor cosmetic nature, it is not necessary to keep a copy of the
previous revision. PENALTIES: Under the State Records Act 2000 Part 10 it is an offence
to:

(a) Not keep a record in accordance with the records keeping plan of the organisation.

(b) Transfer or offer to transfer a record to a person who is not entitled to possession
of the records.

(c) Destroy a record without appropriate authorisation in accordance with the record
keeping plan.

(d) Destroy a record while the record is subject of a notice to deliver or under court
action to recover. Current penalty under the State Records Act 2000 is $10,000.
Officers and/or Councillors and/or the Shire of Jerramungup may also be penalised
under other legislation such as the Evidence Act 1906 or Freedom of Information
Act.

KEY TERMS/DEFINITIONS:

In accordance with the State Records Act 2000 a record is defined as: “any record of information
however recorded and includes;

(a) anything on which there is writing or Braille.

(b) a map, plan, diagram or graph.

(c) a drawing, pictorial or graphic work, or photograph.

(d) anything on which there are figures, marks, perforations, or symbols, having a meaning
for persons qualified to interpret them.

(e) anything from which images, sounds or writings can be reproduced with or without the
aid of anything else.

(f) anything on which information has been stored or recorded, either mechanically,
magnetically, or electronically.”

Under the State Records Act 2000 a state record is defined as:

(a) a parliamentary record, or
(b) a government record.”
Drafts and revisions:

In creating or preparing records, one or more significant drafts or revisions may have been
created until the record is finalised and accepted as final.
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Disposal authority:

The General Disposal Authority for Local Governments, approved by the State Records Office is
a legal document adopted by the Shire of Jerramungup for the retention and disposal
requirements of records. It requires the Shire of Jerramungup to retain and dispose of corporate
records and documents, electronic or hard copy, in accordance with specified retention and
disposal periods.

Ephemeral records:

Ephemeral records are those which have only short-term value to Shire of Jerramungup with
little or no ongoing administrative, fiscal, legal, evidential, or historical value. An ephemeral
document includes:

(a) Duplicates or extract copies of records, documents, circulars, forms etc. Including
reports printed from databases for reference purposes as the database contains the
official corporate record or document.

(b) Information material including price lists, catalogues, advertising material, brochures etc
produced by other organisations.

(c) Messages in the form of voice mail, electronic mail, telephone messages or post-it notes
when the message does not relate to the business functions of the Shire of
Jerramungup.

(d) transitory messages giving minor instructions and of a routine instructional nature that
are used to further some activity in either a paper-based or electronic format e.g.
correcting typing errors, requesting file creation or retrieval, filing a letter, formatting
documents, duplicating

(e) Background notes and reference material used to prepare or complete other documents
(other than policy documents and documents relating to significant events in regard to
core functions).

(f) Excess copies or duplicates of documents that have been captured in the record keeping
system already may be disposed of. If there is any doubt as to whether a record or
document should be retained or destroyed, you should retain the record or document

General information:

Employees, Elected members, Consultants, Contractors, Casual employees and Volunteers
records are important and necessary as they serve a history of the transaction and business
process of local government and member accountability functions arising from their
participation in the decision making processes of Council and Committees.

If at any time Employees, Elected members, Consultants, Contractors, Casual employees and

Volunteers are unsure of or don’t understand their record keeping requirements they should

make contact with either the CEO or the Records Manager to organise more training and (or)

information regarding their requirements to the Shire of Jerramungup’s records management
system.
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APPENDIX 13 — Website Management

Council Procedure

Website Management

Attaching Agendas, Minutes and Attachments to the
website

For technical assistance with Spark CMS contact:

Market Creations — 08 6168 1000
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Attaching Agendas and Minutes to the Website

Each month the Council Meeting Agenda, Attachment and Minutes need to be uploaded and linked to the
Shire website to ensure they are available for the public. The following instructions outline this process.

Document Preparation

All documents uploaded to the website need to be saved in a common folder. By having all the website
documents in one place it will be easier to locate and reload them, should the website ever crash.

The Agenda and attachment files are saved here:
F:\Executive Assistant\Governance\l. Council Meetings\1. Ordinary & Special

Select relevant Year, Agenda folder, and then Month

NOTE: Check that file names are not too long (abbreviate if necessary) and ensure that any long dashes (
—) are replaced with short ones ( - ).

All documents attached to the website are to be in PDF format. Ideally, each document should be no larger
than 2MB (2,000KB). Larger documents may be attached, but they will take longer for website users to
download and this can be frustrating.

To reduce document size, you need to be on a computer that has Adobe Acrobat installed (just having
Adobe Reader installed will only allow you to view the document, not change it).

1. Open folder which contains the documents to be attached to the website. On the far right the size of
each document will be displayed.

= | | « Website » Council Meetings » 2015 » april 2015 ~ | 44 || Search aprit 2015 I
ew Burn Mew folder A==
a0 MName Date modified Type
mputer - . . . - -
) | Agenda 15th April 2015 9/04/201511:24 AM  Adobe Acrobat D...
ocal Disk (C:) = . . .
2| Attachment 101 1(a) Jerramungup Brem...  7/04/2015 3:04 PM Adobe Acrobat D...

H A\
"arﬁ”"g:\ii‘ ) Attachment 1011(b) 2014-15 Road Con...  7/04/20153:04 PM  Adobe Acrobat D...
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2.

3.

If the size is not visible you

may need to change the layout of files to list details.

bsite » Council Meetings » 2015 » april 2015

- | sy | | Search april 2015

n Mew folder
Marne

75 Agenda15th April 2015

T Attachment101 1(a) Jerramungup Brem...
T Attachrment 101 1(b) 2014-15 Road Con...
T Attachment 10.2.1 - List of Accounts Due...

A\
R\

If PDF is larger than 2MB, open the document. Select Document then Reduce File Size.

% 1035 (a) Proposed Plantation Map - Lot 51 Norman Rd.pdf -

File Edit View mComments Forms Tools

.j:‘ Create ~ | Header & Footer »
| Background »
I 8 | Watermark >
Insert Pages »
Extract Pages...
Replace Pages...
Delete Pages... Shift+Ctrl+D

Split Document...
Crop Pages... Shift+Ctrl+T
Rotate Pages... Shift+Ctrl+R

. Scan to PDF »
Optimize Scanned PDF
OCR Text Recognition »

Reduce File Size...
Examine Document...

Compare Documents...
Add Bookmark Ctrl+B
& Attach afile...

Leave ‘Make compatible with’ as “Retain Existing” and Select OK

Date modified

9/04/201511:24 AM
7/04/2015 3:04 PM
7/04/2015 3:04 PM
7/04/2015 3:02 PM

Reduce File Size

| =

Acrobat Version Compatibility:

Q allow greater reduction in file size.

Make compatible with:

Setting compatibility to later versions of Acrobat will

[ QK ] IAppIytoMuItiplel ’ Cancel ]

-

Type
Adobe Acrobat D.

Adobe Acrobat D,

Small Icons

5= Tiles

Content

Adobe Acrabat D...

Adobe Acrobat D...

55 KB H
98 KB
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4.  Select the location and file name for your new document and select Save.
, -

T Save As

Savein: [l Deskiop - 02 &
I + -
b Libraries
Syster Folde
Recent Places i |
[ J Bev Hatch
| System Folde
Desktop >
I . Computer
O ;.o Folde
=l
| Libraries o
B Network
[ A |
| computer Images
| = || Fieror
w .
Network | Subdivisions -
Fie name: 11035 (2) Proposed Plartation Map - Lot 51 No ~ Save
Saveastpe: [ Adobe POF Fies (pdf) v] [ Concel |

5. Check the file size. If it is still too large you may need to separate the document into sections and

attach each section to the website separately.

Uploading Documents to Website

6. Using Google Chrome browser, Log on to https://www.jerramungup.wa.gov.au/admin/

Email: council@jerramungup.wa.gov.au

Username: jerramungupcouncil

Password: JSCpassword5!

Email: ao@jerramungup.wa.gov.au

Username: jerramungupao

Password: JSCpassword5!

Email: admin@jerramungup.wa.gov.au

Username: jerramungupadmin

Password: JSCpassword5!
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7.  This will bring you to the website homepage, select Council Meetings.

Shire of Jemamungup

*Spark

ContentManag

A Admin Home
@ Admin Security

Q Advanced Search

udit Log

&5 Cascading Menu
[ Content Areas
A Council Meetings
B Directory Listings
% Document Centre
B events Calendar
1) Image Rotators

& Latest News

jerramungup v

Spark Administration Home

Welcome back Global Admin. Select 3 module below to get started.

TIP: to add 2 new page to your website, use Page Centre to create it. Then use Cascading Menu to add it te your website Drop Down menu.

&

&

dmin
Security

=%

Public
Notices

v —
o —
® m—
Advanced Audit Log
earch
Support Web Forms
Register

658

Cascading
Menu

&

Content
reas

oQo
™

Website Website
Accounts URLs

Council
Meetings

r

Warkflow

=

Document
Centre

Directory
Listings

@ O

Settings File
Manager

Events

Calendar Rotators.
Reset Spark User
Password Manual

E> Hosting Space: 2.33GE of your allo

[=E)

Latest News

Ik

Page Centre

m)

Logout

>

Return to
Website

8. In the Title tab, find the Council meeting you want to add your documents to and select Edit (blue
icon on left). If the required month isn’t showing select Create New Council Meeting (green icon

top right).

Shire of Jerramungup

*Spark

Content Managed Simply!

A Admin Home

@ Admin Security
Q Advanced Search
2 Audit Log

& Cascading Menu
[Z Content Areas
A Council Meetings
B Directory Listings
B Document Centre:
@8 Events Calendar
1B Image Rotators
&5 Latest News

I8 Page Centre

* Public Notices
# Support Register

E Web Forms

282 Wishcita Arenonte

jerramungup v

Council

MAIN | Approvals

Meetings

Search For: |Enter your search term.

e

TITLE
16 December 2020
fcouncil-meetings/ordinary-council-meeting/16-december-2020/30
18 November 2020

ouncil-meeti i |-mesting/15. ber-2020/30¢
21 October 2020
{council-meetings/ordinary-council-meeting/21 -ociobe 0/307
16 September 2020

ouncil-meeti i |-mesting/16-septembs 0,
19 August 2020
/council-meetings/ordinary-council-meeting/13- t-2020
15 July 2020

ouncil-meeti |-meeting/15-july-2020/304

17 June 2020

/council-meetings/ordinary-council-meeting/17-june-2020/303

20 May 2020

/coung’

MEETING TYPE

Ordinary Coundil Meeting

Grdinary Council Meeting

Ordinary Coundil Meeting

Ordinary Council Meeting

ordinary Council Meeting

Ordinary Council Meating

ordinary Council Mesting

Ordinary Council Meating

MEETING DATE

16 December 2020

18 November 2020

21 October 2020

16 September 2020

19 August 2020

15 July 2020

17 June 2020

20 May 2020

E> Hosting Space: 2.33GB of your all

Create New Council Meetil

LAST MODI

17 December 2019 03:18 PM
17 December 2019 03:17 PM
17 December 2019 03:17 PM
17 December 2019 03:16 PM
17 December 2019 03:16 PM
13 February 2020 12:27 PM
12 June 2020 10:56 AM

22 May 2020 12:09 PM
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9. Inthe Edit Council Meeting page, select Attachments

Shire of Jemamungup | [EEENIEVITRS

*Spark

ontent Managed Simply!

A Admin Home
@ Admin Security

Q Advanced Search

udit Log

&% Cascading Menu

@ Content Areas

A Council Meetings

B Directory Listings

& Document Centre

B Events Calendar

& Image Rotators

&= Latest News

B Page Centre

* Public Notices

# Support Register

Edit Council Meeting

MAIN Social Media Attachments Versions

Main Details

1d: 306
Title: *

16 September 2020
Meeting Type: *

Ordinary Council Meeting

Meeting Date: *

16/09/2020 02:00 PM

Summary:

B> Hosting Space: 2.33GB of your al

File -~ Edit~ Insert~ Table ~ Tools ~

|% h & (M |6 o |& [ &) Fomats ~ | Paragraph ~ | FontFamiy ~ FontSizes ~ |

lal-/B~-|BlZ Y 5 x X

6 B M| L oK

E Web Forms

& Website Accounts

(' Website URLs

Council Chambers, Jerramungup

10. Inthe Attachments tab select + Add Files (blue icon)

Shire of Jerramungup jerramungup v

*Sgork

ntent Managed Simply!

A Admin Home

@ Admin Security

Q Advanced Search

Edit Council Meeting

Main Social Media ATTACHMENTS Versions

udit Log

Cascading Menu

A Council Meetings

B Directory Listings
& Document Centre

B Events Calendar

B Image Rotators

&S Latest News

I8 Page Centre
! Public Notices

/ support Register

B web Forms

@ Content Areas

Q Notes:

The maximum file size for uploads is 2GB.

Wou can order the files by dragging the panel to the desired order.
If you are editing an existing attachment then you can click on the title to view the file.

The following files types are allowed: html, htm, jpg, jpeg, png, gif, txt, docx, dec, pdf, xls, xlsx, ppt, pptx, mpg, mov, mpeg, mp4, ogg, webm, avi, mp3, wma, msg

& Hosting Space: 2.33GB of yj

@ Drop your filefs) here to upload.

Preview
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11. Click on the all the documents you want to attach, and then select Open.

2 Open
&« + . 1. Council Meetings > 1.Ordinary & Special » 2020 > Agenda > 4. April
Organize v

and Charge Name Jote modifie Type

B Maddy B Attachments File folder
B Agenda Report 9.4.2 - N y M

&' Dro

OneDrive

B

B

B

Agenda - 15 April 2020 46 KB
Agenda - 15 April 2020 B
uth West S'ment B

12. Once all documents have been added select Start Upload (green icon)

Al = T I
*Spark Edit Council Meeting

A Admin Home

Main Social Media ATTACHMENTS Versions

8 Admin
Attachments
+ Add Files © Cancel Upload @ Files Ready to be Uploaded...
0 Notes:

* The maximum file size for uploads is 2GB.

o The following files types are allowsc: html, htm, jpg, jpeg, png. gif, txt, docx, doc, pdf, xls, xlsx, ppt, pptx, mpg, mov, mpeg, mp4, ogg, webm, avi, mp3, wma, msg
 You can order the files by dragging the panel to the desired order.

e Ifyou are editing an existing attachment then you can click on the title to view the file.

@ Drop your file(s) here to upload.

x [ Creditors Agenda April 2020.docx

Title Type Secure Document

Creditors Agenda April 2020

Deseripti
unts

x [ Delegation Report template March 2020.docx

Title Type Secure Document
= Delegation Report template March 2020 u

B Spark User Manual Description

e Once documents are uploaded use the Type drop down menu to select the document type:

Documents: Attachments
Agenda: Agenda
Minutes: Minutes

NOTE: If you accidentally upload the incorrect document to be attached, tick the delete
box on the RHS of that document before saving.

e Scroll to the bottom of the page and select green Save button to save changes.
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Preview Save Cancel

13. Return to the website and check the page is displaying correctly and all documents open

Viewing Agendas and Attachment on Website

14. Open a new browser and go to: https://www.jerramungup.wa.gov.au/
This will take you to the Shire Website Home Page.

Under Current Events select the meeting that you have just edited.

/ Shlre Of Jerramungup ‘m wces Develop & Build Living Here Visit

Council > Our Shire > Document Centre

Employment Annual Publications
Electea Members Sl Business Plans & Strategies
Gifts & Travel Register Safety & Health Local Laws

Councillor Training Register Policies
Notices > Rates Information

2021 Australia Day Awards Change of Postal Address

Council Donation Requests Payment Options

Strategic Direction Rate Payment Installment Dates
Tenders Senior and Pensioner Concessions
Public Notices 2019

Public Notices 2020

15. Find the relevant Council Meeting and Click on View Meeting Details
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Council

Couneil
> Council Mestings
> Elected Members
> Gifts

> Cou
Register

Council Meetings

Open Council Meeting Procedures

Council Meeting Minutes

Minutes are posted below within seven days of the meeting of Council

f one of the links d ment. or if the document you wish to view s not included below,
please contact us

Click here to see past r

Council Meeting Dates
Wed 24 Mar 2021 Wed 2B Apr 2021 Wed 26 May 2021 ‘Wed 23 Jun 2021

Wed 28 Jul 2021 Wed 25 Aug 2021 Wed 22 Sep 2021 ‘Wed 27 Oct 2021

Wed 24 Nov 2021 Wed 15 Dec 2021

Meeting Details

24 March 2021

Wednesday, March 24, 2021

28 April 2021

16. The list of attached documents and Agenda will appear. Each document can be downloaded by
clicking on it. Check each link is working properly.

Agenda & Attachments are now uploaded to the website.

Minutes

17. When minutes are ready to be put on the website, follow the procedure steps 1 to 13 for uploading
the document to the Website.

You will then need to link the document to the Agenda’s and Minutes web page:

18. Open the Agendas and Minutes page (Council > Agendas and Minutes). Click on Edit Page

19. Inthe Main Content section, highlight the meeting date then click on the Un-Link icon (this will un-
link the agenda document). With the meeting date still highlighted, click on Link icon.
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Main Content

B & B I iz =

_Qx2x2

Heading2 =] Bl EI B B P@ ek E] Source
It one of the inks does not take you to th

orfect document, or it the document you wish to view 15 not
included below, please contact us at council@jerramungup.wa.gov.au.

Ordinary Council Meetings

Minutes Attachments
2015

77 May 2015

15 April 2015 >

20. The Link box will appear. Select Browse Server. Follow steps 27 & 28 to select the document to

attach. Select OK.
Link &
Link Infa  Target

Link Type
URL v

Protocol URL
=other= v lidownload/1596

Browse Server

A

]

21. At the top of the Main Content section, update the “Next Meeting” to reflect the date of the next

Council meeting. Unlink both ‘Agenda’ and ‘Attachments’ by highlighting the word and selecting the
Un-Link icon as indicated in step 50.

22. Save the page. This will re-open the Agendas and Minutes web page, check that your minutes link

is working correctly.

Minutes are now DONE.
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APPENDIX 14 - Exert From Current SOJ Contract Regarding Records Management

6.1

6.2

6.3

AGENT'S GENERAL WARRANTIES AND UNDERTAKINGS

Agent's General Warranties

Except where the Agent has otherwise disclosed in writing to the Principal, and the Principal
has given prior written consent to the matter disclosed, the Agent warrants in favour of the
Principal that:

(a)
(o)

(c)

(d)

(e)

(f)

(9)

the Agent has no confiict of interest arising out of the Contract;

the Agent is properly authorised and has the power to enter into the Contract and
perform the Agent's obligations under the Contract;

the Agent's obligations under the Contract are valid and binding and are enforceable
against the Agent;

all information provided by the Agent to the Principal in connection with the Contract
Documents is true and correct;

there is no litigation or arbitration, and there are no administrative proceedings, taking
place, pending or threatened against the Agent which could have a materially adverse
effect on the Agent's ability to supply the Services in accordance with the Contract,

no Personnel performing the Services has been convicted of a criminal offence that is
punishable by impnsonment or detention; and

there is nothing that prevents the Agent from complying with any obligation under the
Contract

General Warranties Made Continuously

The warranties made by the Agent under clause 6.1 are taken to be made continuously
throughout the Term.

Agent’s Undertakings

The Agent must:

(a)

(b)

()

(d)

(e)

()

properly provide for the care, safety, security and protection of;

(i) all Records (whether created by the Principal, the Agent or any other person)
that are in the custody or control of the Agent; and

() all property supplied by the Principal to the Agent in connection with the
Contract,

promptly notify the Principal if any warranty in clause 6.1 is breached or becomes
untrue,

always act ethically in connection with the Contract and in accordance with good
corporate governance practices,

comply with all State and Commonwealth laws relevant to the Contract;

if the Agent obtains or has custody or control of State Records as a result of its
activities under this Contract, comply with the Principal's record keeping plan to the
extent necessary under the Sfafe Records Act 2000,

cooperate fully with the Principal in respect of the administration of the Contract;

120F 5%
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6.4

6.5

71

(g) ensure that no Personnel causes the Agent to breach the Contract; and

(h) except as otherwise specified in the Contract, provide everything necessary to fully
comply with all of its obligations under the Contract.

Warranties and Indemnity

(a) The Agent must give, or ensure the Principal has the benefit of any warranties
specified in the Contract.

(b) The Agent must do everything necessary to obtain the benefit of all third party
warranties and must ensure that the Principal has the benefit of those warranties.

(c) The Agent indemnifies the Principal against any loss or liability that results from the
Agent not complying with sub-clauses 6.4(a) or (b).

Conflict of Interest

If a confiict of interest anses in respect of the Agent or the Agent's personnel, regarding
performance under this Contract, the Agent must

(a) promptly notify the Principal that the confiict has arisen and provide full details; and

(b) take reasonable steps in consultation with the Principal to remove the conflict.

INFORMATION TECHNOLOGY, EQUIPMENT AND PREMISES

Supply by Principal

The Principal must supply the Agent with the following:

(a) telecommunications hardware and software, the nature of which is subject to the
availability of telecommunications techneclogy in the Agent's locality, linking the Agent's
fransaction processing equipment to the Database,

(b) transaction processing hardware to the extent necessary to operate the software
applications required by the Principal being:

(i) PCls, and
(i) printer/s.

(c) transaction processing software, being the Principal's software applications that
enable the Agent to access the Principal's Database and any third party software
applications required by the Principal,

(d) HPT and CTT hardware and software being:

0] the Principal's HPT and CTT software applications and any third  party
software applications required by the Principal;

() PC, and
(i)  sterage box to securely house the PC,

all of which must be maintained by the Principal to the extent that allows the Agent to
perform the services; and

(e) the Physical Stock required by the Agent to perform this Contract

13 0F 59
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